





Smart Grid Pyramid

Base — Asset management
Overhaul of Infrastructure — Circuit, Communication, IT
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Primary Players
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Smart Grid Information Network

Emerging Standards

Substation Gateways: WAN and LAN
Smart Meters: LAN and HAN
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Smart Grid = Smart Meter ?

Expectations of Smart Grid by only Smart meter?
Does Smart Meter reduce electricity bill?
Who pays for the smart meter?

FiLife

‘Smart’ utility meters could roll over savings to

homeown

by: David Englander , M

ers

arketWatch | Sep 16, 2008

NEW YORK (MarketWatch) -- A hew technology is coming to your electric meter. It's called a "smart
meter” and it's part of a revolution in electricity delivery that has been coined the "smart grid,” which has
the potential to reduce your utility bills. But you'll have to pay for the new meter before your savings kick

in.

The smart grid is the modern electricity network, where sensors and computers will aid in providing
constant information on electricity consumption. Some features include signaling to consumers
real-time pricing of electricity and predicting places where demand surges.

Metering Trend and Smart Meter

Energy Meters

key player in power system
Record the consumption

Measurement

Storage

Communication

Protocols

Other functions

Coil, Rotating Discs
and Counters

Nil
Nil

Nil

Nil

ADC's, DSP-Micro-
Processor

EPROM,RAM, Flash

Optical/RS232/
RS485

Proprietary/Open
Protocol

Multi tariff, billing
schedules

Metering and
Communication
ASIC

EPROM, RAM, Flash

PLC/GPRS/CDMA/
RF Mesh/Wi-Max ..

Open Protocols
DLMS(IEC-62056)/
ANSI C12 /M-Bus

Remote
Connection/Discon
nection, Demand
Response/Real-time
pricing/Sub-
Meter/HAN




Smart Meter

Smart Meters
Reliable and Efficient Data Communication
Demand Response
Billing
Identify losses
Understand load patterns
Tamper detection

Smart Meter, Dumb Idea?

Proponents of Smart Meters — Shows current energy usage and consume
less as a result

Opponents — Smart Meters are expensive charging customers an extra
$3.24 a month for a meter with $444 for how long? Ultility can easily
terminate service. There are cheaper ways to reduce energy usage.

THE WALL STREET JOURNAL.

APRIL 27, 2009, 6:50 P.M. ET

Smart Meter, Dumb Idea?

New devices promise to cut energy use by giving consumers more information. Critics say they aren't worth the cost.

By REBECCA SMITH
Not everyone thinks smart meters are such a smart use of money.

Utilities are spending billions of dollars outfitting homes and businesses with the devices, which wirelessly send
information about electricity use to utility billing departments and could help consumers control energy use.

Proponents of smart meters say that when these meters are teamed up with an in-home display that shows current
energy usage, as well as a communicating thermostat and software that harvest and analyze that information,
consumers can see how much consumption drives cost -- and will consume less as a result.

Such knowledge, however, doesn't come cheap. Meters are expensive, often costing $250 to $500 each when all the
bells and whistles are included, such as the expense of installing new utility billing systems. And utilities typically pass
these costs directly on to consumers. CenterPoint Energy Inc. in Houston, for instance, recently began charging its
customers an extra $3.24 a month for smart meters, sparking howls of protest since the charges will continue for a
decade and eventually approach $1 billion.
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Smart Meter Lawsuits

Class action lawsuit in California against PG&E
Class action suit in Texas against Oncor Electric

Delivery

11 SUPERIOR COURT FOR THE STATE OF CALIFORNIA

12 FOR THE COUNTY OF KERN
13 || PETE FLORES, onbehalf of himself and all ) Case No.
others similarly situated,

14 ) CLASS ACTION
Plaimiffs, 1

15 ) L. California Consumer Legal Remedies Act,
v ) California Civil Code § 1770 f seq.

16

)
PACIFIC GAS AND ELECTRIC COMPANY, ) 2. Unjust Enrichment
17| a California company, PG&E

CORPORATION, a California company, 1 3. Vielation of Public Utilities Code § 451
18 | WELLINGTON ENERGY, INC., a 1
Pennsylvania company, and DOE 1 4. Nepligence

19 || DEFENDANTS 1-1040,

-.»

. Breach of Contract

]
)
20 Defendants, )
)} 6. Frand and Deceit
21 )
} 7. Violation of Public Utilities Code § 454
22 )
} 8. California False Advertising Act,
23 } California Business & Professions Code §
) 17500 ex seq.
24 )
} 9. California Unfair Competition Law,
25 )} California Business & Professions Code §
} 17204 et seq.
26
} 10 Breach of Good Faith and Fair Dealing
27 )
__) 11, Negligent Misrepresentation
28

DEMAND FOR JURY TRIAL

'Smart Meters' Soak Customers, Class Claims
By JAMIE ROSS
ShareThis

SMART TEXAS

Courthouse

News

(CN) - Texas' biggest electric company installed defective "s1

residential customers' bills to nearly $2,000 a month, accordin

Dallas County Court. The class claims Oncor Electric Delivery (

to the bank."

Named plaintiffs Robert and Jennifer Cordts say their mont

$700 were driven above §1,800 after their smart meter was ins

Smart Meter and Privacy Concerns

Christina Nunez
For National Geographic News

Published December 12, 2012

Energy consultant Craig Miller, who spends much of his time working to make
the smart grid a reality, got a jolt when he mentioned his work to a new
acquaintance. The man, who happened to be a lineman at a Pennsylvania =
utility, responded earnestly: "Smart meters are a plot by Obama to spy on

us."

Who’s Watching? Privacy Concerns Persist as

Smart Meters Roll Out

Information collected by
smart meters could reveal
how many people live in a
home, their daily routines,
changes in those routines,
what types of electronic
equipment are in the home,
and other details.

"It's not hard to imagine a
divorce lawyer subpoenaing
this information, an
insurance company
interpreting the data in a
way that allows it to
penalize customers, or
criminals intercepting the
information to plan a
burglary," the private
nonprofit Electronic Frontier
Foundation noted in a blog
post about smart meters.

Marijuana Farm Discoveril in
CA 3
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Smart Meter Wars

Smart Meters

Smart meter wars escalate in British Columbia
Dec 3, 2013 B Talk Back £ Free Alerts £ More On This Topic ) sHARe Ew =

Quick Take: Smart meter opponents in British
Columbia are further escalating their rhetoric and
their leqgal opposition, as evinced by an end-of-
the-year recap from the Citizens for Safe
Technology Society that appeared The
Healing Journal The summary is notable for its
vitriol and extreme language (see below for

o examples).

Meanwhile, the South Delta Leader newspaper claims an estimated 60,000 people across
the province have refused the installation of a smart meter, about 3% cent of the homes in
Eritish Columbia. Both stories reinforce the need for utilities to get in front of this issue

BEFORE it escalates.

35

“Take Back Your Power” ?

TAKE BACK YOUR P®@WER HOME TAKEACTION CONNECT RESEARCH § Take Back Your Power takes
us on a journey of revelation

7 sl and discovery, as we guestion

RENT $2.99 BUY $19.99 GIFT RENTAL ? WL : the benefits and risks of

s =2 : "smart” meters and grid

Z : £l M technology... and corporate
. : ; (-\ ; » % practices to tap private
i J y . 7Y & ) information and erode our
: \ N R - b’ ¥ ‘ e — 3 rights in the name of "green”.
s . '_._ il 5 # What you discover will surprise

you, unsettle you, and inspire
Yyou to challenge the status quo.

HELP SPREAD THE WORD:
BECOME AN AFFILIATE

EARN $1/STREAN OR DVD
EEEEEEEEEES

ARE CORPORATIONS PAVING A PERILOUS PATH...DIRECTLY INTO OUR HOMES?

TAKE BACK YOUR P®WER HOME TAKEACTION CONNECT

10 Questions for Your Utility
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Smart Meter Opt-Out with Fine and Fee

CPUC ruled that PG&E

Smart Meter Opt Out Requirements Spreading must allow customers to
Through California opt out of smart meter
installations after groups
£\ Megan Treacy had formed to protest the
echnology / Clean Technoloagy .
March 23, 2012 new wireless meters

Butut those customers will
have to pay a fine and a
monthly fee for keeping
their analog meters.

Now SDG&E and SCE
have been handed the
same orders from the
commission.

SDG&E and SCE can
charge up to a $75 fine
and $10 a month, the
same that PG&E will
charge its customers, to
cover the cost of sending
meter readers out to read
the old meters and others.

41

Smart Grid Concerns
Forbes

Ecom

Commentary

Smart Grid Shouldn't Be Too Smart

Kenneth G. Bril, 04.22.09, 6.00 AM ET

Smart: upgrade national electricity grade

But “Smart Grid” should not have to be too smart

Transmission lines are needed to get the renewable energy
produced in other parts of the country to another part.

The true cost of renewable energy is really high.

Renewable smoothing by energy storage, pumped hydro, or battery
is not always good for all — environmentalists etc

Dumb due to the significant loss of knowledge and judgment due to
retirement and failure to replace the engineers who built what we
have.

Internet may be a curse to the smart grid — smart monitoring should
be separated from dumb control functions which are intentionally

separated
42




Smart Grid Security Vulnerability

Security and Privacy
Challenges in the Smart Grid

Smart meters are extremely attractive targets for malicious hackers, largely
because vulnerabilities can easily be monetized. Hackers who compromise
a meter can immediately manipulate their energy costs or fabricate
generated energy meter readings. This kind of immediacy of return on the
hacker investment has proven to be a great motivator in the past.

Consider the early days of cable television, when signal hijacking kits were
sold in huge volumes. Notably—even after 30 years of investment—cable
theft continues to be a daunting problem for the entertainment industry.

Imagine a day when we could purchase smart meter “hack” kits from
Internet vendors for $100 or less. Possibly by exploiting bugs in the
exposed infrared port or mesh network protocols, this fictional tool would let
users manipulate internal energy tables or send forged control messages to
supported systems within a home or enterprise.

Potential terrorist attacks on grid

Stuxnet malware attack on an Iran nuclear site

43

Smart Grid and Smart Meter Cyber Vulnerability

Attack Smart Meter RAM

Four Ways to Hack the Smart Grid

By Preston Gralla
Fublished September 01, 2009

Tags: Data Centers, Servers, More._.

Hack the Meter's Digital radio
Hack the Meter Wirelessly

Spread Malware Throughout the Network
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Stuxnet at Natanz

Net Metering Disputes

Compensation for local,

distributed generation
Feed-in-Tariff (FIT):
compensation above retail
and later to the retail price

Net-Metering: Always at
retail (and not
compensation technically)

Power Purchase
Agreement(PPA):
“Standard Offer Program” -
Below retail or some cases
(like Solar) above retail.
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Net Metering in US

State & Sutl)isniriltber & RPt)wer limit a Monthly & Annual )
(% of peak) es/Com(kW) rollover compensation
Alabama no limit 100 yes, can be indefinitely varies
Alaska 1.5 25 yes, indefinitely retail rate
Arizona no limit 125% of load yes, avoided-cost at end of billing year | avoided cost
Arkansas no limit 25/300 yes, until end of billing year retail rate
California 5 1,000 yes, can be indefinitely varies
Colorado no limit 120% of load or 10/25* yes, indefinitely varies®
Connecticut no limit 2,000 yes, avoided-cost at end of billing year |retail rate
Delaware 5 25/500 or 2,000" yes, indefinitely retail rate
Eljtur:b;f no limit 1,000 yes, indefinitely retail rate
Florida no limit 2,000 yes, avoided-cost at end of billing year |retail rate
Georgia 0.2 10/100 no determined rate
Hawaii none ! 50 or 100* yes, until end of billing year nonet®!
Idaho 01 25 or 25/100% no retail rate or avoided-cost®
lllinois 1 40 yes, until end of billing year retail rate
Indiana 1 1000 yes, indefinitely retail rate
lowa no limit 500 yes, indefinitely retail rate
47

Net (Energy)Metering in California
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Net Metering Fee -- Arizona

Arizona Imposes Net Metering Fee on Arizona's electricity regulator has
imposed a small fee on home operators

ROOﬂ:Op Solar of photovoltaic systems that rely on "net

By Bil Sweet Share | [ Email | () Print metering" to feed excess solar

Posted 19 Nov 2013 | 1:11 GMT electricity back into the grid.

Net metering has been controversial
among utilities across the United States
and in countries like the UK as well,
because of claims that if customers
generating electricity at home are
allowed to sell electricity back into the
grid at the going spot price of electricity,
then the added system costs of
providing the needed infrastructure will
be shifted to all the rest of the
customers.

Arizona Corporation Commission,
imposed a fee of 70 cents per kilowatt
of installed solar, which would equate
to about $5 per month in a typical
household.

49

Net Metering fee in California (AB 327)

Compromise between utilities and solar industry in Net Metering >
Assembly Bill (AB) 327.
Unlimited amount of customer owned renewables
A monthly fee of $10 for customers to compensate utilities for
infrastructure costs
$5 or less for Low Income customers
Comments
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AB 327 into a Law in CA

Governor Brown Signs California’s AB 327 Into Law
™ October 8th, 2013 by The Vote Solar Initiative

Yesterday, Governor Brown

signed into law AB 327, a

comprehensive rate reform bill

authored by Assembly member

Perea. AB 327 creates more

certainty for Californians who want to go solar,
ensuring rooftop solar is here to stay in Californial
We applaud Governor Brown for his vision and
leadership in helping to make good on our state’s

solar promise.

The Governor issued a signing statement for AB 327 directing the CPUC to
ensure that customers who go solar under the current 5% program cap will
get to stay under current program rules for the life of their solar array. That's
important direction for the agency as it implements the bill in 2014

51

Smart Grid Worldwide

Worldwide Smart Grid Spending to Hit $46 Billion in 2015 — report by
IDC Energy Insights

SG Spending Growth: $46.4 billion in 2015, a spending increase
of 17.4 percent over 2010.

Asia the greatest growth by 2015, with spending increase by 33.7 %.
China set to spend $100 billion on smart grid infrastructure over the
next five years, including the deployment of 300 million smart meters
by 2015.

North America’s next wave of spending will be on demand

response technology that uses the information gathered from

smart meters to automatically manage and respond to demand
peaks and brings the power plants (renewable and otherwise) into
the loop.
Hawaii Electric Co. is currently participating in a pilot program for
automated demand response technology linked to a wind farm.

Europe is expected to increase smart grid investments as the EU's 2020
deadline approaches for a 20 % increase in renewable energy and a 20

% increase in energy efficiency.
52
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Smart Grid in Korea

Policy Directions

A National Vision = it smar i

in Korea

IEEE power & energy magazine »

National Vision for Low-Carbon, Green Growth —
August 2008

National Road Map for Smart Grid in Korea

53

KSGI — Korea Smart Grid Initiative

Expected Effects in 2030

(IBM's simulation model was used for this projection.
Index reflects step-by-step goals
in five areas presented in the roadmap)

W Total of 230 miltion tons
ﬁ " G 3 w Greenhouse gas reduction
= [ : ;’ Annually 50,000 on average
@

Job creation

About 74 trillion won

Domestic demand creation

About 47 trillion won
Energy import reduction

I ¢ hy ‘E’ Worth of 3. 2 trillion won
1t T $ N~ Faler ; & Evasion of building new power plants
™ o~ About 49 trillion won
i Export hike

18F Koria Tochnalogy Conter, 7017, Yooksam-dang Gangnam-gu, Seoul, Korea 135513

-

Alﬁc Korea Smart Grid Institute




Vision and Goals for Korea's Smart Grid
2009 Smart Grid Road Map

Complete Nationwide Implementation of Smart Grid Technology by 2030

Vision and Goals of Korea's Smart Grid

Pave the Way for Low Carbon, Green Growth Through a Smart Grid

Build a Nationwide Smart Grid

Build a Smart Grid Across Metropolitan Areas ZBEn

2020

Build a Smart Grid Test-Bed

2012

— Build a Monitoring and Centrel System of the Power Grid
Smart Power Grid — Build a Failure Prediction and Automatic Recovery
System of the Power Grid

— Distribute Nationwide Smart Meters
R — Build an Automated Energy Management System

— Build a Nationwide Charging Infrastructure
S L U il an ICT-Based Electric Vehicle Operating System

— Create a Large-Scale Renewable Energy Generation
Smart Renewable Complex
— Develop Large Capacity Energy Storage Devices

— Develop a Various Pricing System
S L] Develop Consumer's Electricity Trading System

55
Smart Grid Implementation Plan
First Stage (2010-2012) Second Stage (2012-2020) Third Stage (2021-2030)
Construction and operation of Expansion into metropolitan areas  Completion of a nationwide
Implementation the smart grid test-bed (technical  (intelligent consumers) power grid (intelligent
Directions by Phase  validation) power grid)
Smart Power Grid —Real-time power grid monitoring —Predict possible failures in power  —Self-recovery of power grids
—Digital power transmission grids —Operate an integrated
—Operate optimal distribution —Connect the power system with energy smart grid
system that of other countries
—Connect the power delivery
system with distributed generation
and power storage devices
Smart Consumer —Power management of intelligent —Smart power management of —7ero energy homes/
homes buildings/factories buildings
—Various choices for consumers ~ —Encourage consumers’ power
including rates production
Smart Transportation —Build and test electric vehicle —Expand electric vehicle charging ~ —Make the presence
charging facilities facilities across the nation of charging facilities
—Operate electric vehicles as a —Effective maintenance and commonly available
pilot project management of electric vehicles  —Diversify charging methods

—Utilize portable power
storage devices

Smart Renewable —Operate microgrids by —Optimal operation of the power ~ —Make renewable energy
connecting distributed system with microgrids universally available
eneration, power storage —Expand the application of power
evices and electric vehicles storage devices

—Expanded utilization of power
storage devices and distributed

generation
Smart Electricity —Consumers’ choice of electricity —Promote transactions of electrical —Promote various types
Service rates power derivatives of electrical power
—Consumers’ selling of renewable —Implement real-time pricing transactions
energy systermn nationwide —Promate convergence for
—Emergence of voluntary market the market of electricity-
participants based sectors

—Lead the power market in
Northeast Asia 56




Key Targets

Reduced outage time

Reduced transmission and distribution losses
Energy Saving in buildings and homes

Smart Meter Deployment

Blackout Time Per Household Power Transmission and Distribution
Loss Rate
2012 2020 2030 2012
Maximum Power Reduction Smart Meters and AMI Penetration Rate
— - 5.6% 100%
Applied on
a Trial Basis & 9
2012 2020 2030 2012 2020

Other Key Targets

Smart Transportation
Renewable Energy e ——
Electricity Service

Total Number of EV Distributed Quick-Charging Stations
(Unit: 1,000, Cumulative) {Unit: Number, Cumulative)
0.5 152 2,436 100 4,300 27,140
- m >, ¢ [ I
2012 2030 2012 2020 2030
Renewable Energy Ratio Household Electricity Energy
Self-Sufficiency Ratio
Pilot Test 10% 30%
3.1% 6.1% 11.0%
b P ﬂ? e & &
2012 2020 2030 2012 2020 2030
Consumer's Right to Choose Market Participation Rate of Consumers
Their Electricity Rate Plan
W 000 Y
»
Pilot Test Choose an Infrastructure 2020 2030
2012 Electricity Plan Building
2020 2012
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Jeju Island Smart Grid Test-bed

Features:

— Integrated Test Bed

— Close Collaboration Between Public and Private Sectors

— Verification of Different Power Market Models
= Participants: Korea Electric Power Corporation(KEPCO) Plus Automakers,
Telecommunications Companies and Home Appliance Manufacturers
-Includes Major Companies Such as LG, SKT, KT, and Samsung

= Open to Foreign Companies

Better Grid -- Jeju

SaEsemack S Global Business

WITH
REUTERS

ILH.T. SPECIAL REFORT: SMART CITIES

To Build a Better Grid

Workers install a solar panel on a household within the Jeju Smart Grid project site. More than 2,000 homes along Jeju's

northeastern coast have been connected to the test grid

JEJU, SOUTH KOREA — Lim Ki-choo has lived most of his lifein a
modest stuceo house on Jeju, this pleasant freckle of an island off the
southern tip of South Korea. He was a village leader in days gone by,
and before that he ran a bank for local fishermen. All of which
suggests that Mr. Lim, 84, has a certain standing here. Yet, he says,
he'll be damned if he can figure out how to work the controller the
electric company gave him that runs all the new gizmos in his house.

RECOMMEND
W TWITTER
@ unkeDin

= SIGNINTO
E-MAIL

[ FRINT

[E REPRINTS

The $220-million pilot
project is aimed at
reducing an area’s
electricity costs and
energy consumption,
through the use of
smarter technologies,
increased efficiency and
more renewable energy
sources.

South Korea requires
that at least 2 percent of
gross domestic product
be spent on the
research and
development of
renewable energy.

Utilities companies are
required to source 10
percent of their power
from renewables by
2022.
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SR-EMS

Test Bed Network Diagram
*Jeju island Smart Grid Test bed in Korea (RIST)
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61
Characteristics Today’s Grid Smart Grid

Enables active
participation by
consumers

Consumers are uninformed and non-
participative with power system

Informed, involved, and active
consumers — demand response and
distributed resources

Accommodates alll
generation and storage
options

Dominated by central generation —
many obstacles exist for distributed
energy resources interconnection

Many distributed energy resources
with plug-and-play convenience focus
on renewables

Enables new products,
services, and markets

Limited wholesale markets, not well
integrated- limited opportunities for
consumers

Mature, well-integrated wholesale
markets, growth of new electricity
markets for consumes

Provides power quality
for the digital economy

Focus on outages — slow response to
power quality issues

Power quality is a priority with a
variety of quality/price options — rapid
resolution of issues

Optimize assets and
operates efficiently

Little integration of operational data
with asset management — business
process silos

Greatly expanded data acquisition of
grid parameters — focus on
prevention, minimizing impact to
consumers

Anticipates and
responds to system
disturbances (self-
heals)

Responds to prevent further damage
— focus is on protecting assets
following faults

Automatically detects and responds to
problems — focus on prevention,
minimizing impact to consumers

Operates resiliently
against attack and
natural disaster

Vulnerable to malicious acts of terror
and natural disasters

Resilient to attack and natural
disasters with rapid restoration
capabilities
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