








Sensor Failure Effects - Example
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Effector/Actuator Failure Modes and Effects

• Effector/Actuator
– Conversion of electrical signal into a physical stimulus
– Failure: incorrect physical stimulus for a given electrical signal

• Effector/Actuator Hardware Failure Mode Data
– Same source for sensor hardware failure modes
– RAC and IEEE data sources
– Actuator physical outputs: min, max, constant, offset, erratic values, 

intermittent, and transient failures

• Effects of Actuator Hardware Failure
– Possibly, considerable mechanical and electric power output can be 

generated, which may lead to property damage and personnel 
injury during system operation, system non-operating maintenance 
and inspection periods.

– Usually a direct cause of mishaps
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Effector/Actuator Failure Modes (partial list)
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Actuator Failure - Example
• The Hilltop 

Tuesday, 
January 23, 
2007
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Distributor Ignition Coil
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The rest of the story
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Effector/Actuator Failure - Example

• Scenario 1: The system in in standby and all valves are 
initially closed. Then HV undergoes a spurious opening. 
Hydrogen mixes with air and the mixture ignites explosively.

• Scenario 2: The engine is presently running with HV and 
OV open.  In the PURGE command, the HV fails to close. 
Hydrogen flows into the test chamber resulting in explosion.
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Power and Interconnect Failure Modes and Effects
• Electrical power is required for all computer systems

– Utility Grid Source (for ground-based system)
– On-site Source (for mobile or transportation system)
– Conversion to DC or lower AC is usually required to furnish power for 

electronic components and instruments

• Interconnect Hardware
– All computer system components are connected from the power source 

through use of electrical wires, hydraulic or pneumatic lines.
– Interconnect hardware is also required to connect sensors to computers 

and computers to actuators (effectors)

• Interconnect Hardware Failure Modes
– See next slide

• Interconnect Hardware Failure Effects
– The one after the Modes slide
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Power and Interconnect Failure Modes (partial list)
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Intermittent Electrical Interconnect Faults
• SwissAir 111
• TWA 800
• Fires and possibly explosion 

by arc and spark
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Swissair 111
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TWA 800
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Intermittent Electrical Interconnect Faults

• USS  Parche (683) – Arc Damage
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NFF (“No Fault Found”)
• Chronic Problem of Intermittent Faults: NFF

– Problem reported by crew is not reproduced.
– Average NFF figure for avionics is approx. 30%.
– Off-Line Testing Problem with Random, Intermittent Nature of 

the Electrical Faults

• So, how to detect intermittent faults?



Invention
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Power and Interconnect Failure Modes and Effects

• Interconnect Hardware Failure Effects
– Generally results in an apparent failure of primary 

components, or simultaneous dysfunction of 
computer, sensor, and actuator electronics.

– Failure in electrical interconnect between sensor and 
computer make computer “think” a sensor failure.

– Failure in electrical interconnect between a computer 
and an actuator make computer “think” a required 
task is completed, while no actuator action is 
performed.
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Operator Failures
• Operator failure has two forms

– Operator error
• Operator mistakes in following correct 

procedure, triggering a mishap
• Ways of making errors

– Omitting of required actions
– Performing of non-required actions
– Failing to recognize needed actions
– Responding poorly (too late, too early, incorrect)
– Failing to communicate (miss-communication)

– Procedural inadequacies
• Design faults in procedures, causing correctly 

acting operator to fail
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Combination of Failures
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The Second Part
• Computer Hardware Failure Modes and Effects
• “Tin Whiskers” get attention recently
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Computer Hardware Failure Modes and Effects

• Digital Integrated Circuit (IC)- chip
• Physical construction of IC
• Packages
• Pins

– Signal pins
• Binary information flow in and out of the chip

– Support pins
• Power
• Ground
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Digital IC Failure Mechanisms and Modes

• Concern: generation of incorrect output bit pattern on its signals 
pins given a correct input bit pattern

45



IC Failure Modes
• Input Data Alteration between the pins and the chip

– Open wire (wire-bond failure)
– Opened wire contacting another wire
– Can undergo permanent, intermittent, and transient failures

• Chip Output Data Alteration between chip and the pins
– Open wire (wire-bond failure)
– Opened wire contacting another wire
– Can undergo permanent, intermittent, and transient failures

• Chip Failure in performing I/O functions
– Transistors embedded on silicon material

• Silicon bulk defects

– Micro-thin aluminum conductors of the circuits
• Aluminum defect, oxide defects

– Can undergo permanent, intermittent, and transient failures
– No way of knowing the location, extent, and specific effects of the 

failure mechanisms/modes
– No practical way to translate failure mode/mechanism data into a 

specific functional failure modes 46
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Electronic Interface Component Failure Modes and Effects

• Commonly employed electronic components

47



CPU Functional Failure Modes
• Worst-Case Scenario Analysis
• Bigger threat is the propagation of the CPU failures to 

the outside – Safety concern
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ADC/DAC Functional Failure Modes and Effects
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Operator Input Device Failure Modes
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Operator Output Device Failure Modes
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Communication Module Failures

• Communication Components
– Optical transceivers
– Wireless transceivers
– Routers
– Modem
– Radio

• Failure Modes
– Failing to transmit and/or receive data
– Transmitting incorrect data
– Distorting received data
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Software Faults and Failures
• Observation

– Software components, “codes” or “instructions”, do 
not break or wear out.

– Many reports of “Software failure” – “Computer 
program (“collection of instructions”)  failure”

• Definition of “Software Failure”
– “Software does not produce a correct response 

given a set of inputs and internal states”
– Software failures are caused by

• Software Fault
• Software Requirement Fault
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Software fault vs. Software requirement fault
• Remember our class activity for an electronic control 

system :  Step 1 Computer System Step 2 Software 
Requirement Step 3 Hardware Programming Step 4 
Flowchart Step 5Pseudo-Coding Program

• Software Fault
– A defect in the software as a result of programming

following the software requirements
– Debug may correct this type of fault

• Allocation of non-computer-trained engineers would not solve the 
problem

• Software Requirement Fault
– A defect in the software requirement itself
– Design faults and failures

• Software engineers may not correct this type of fault
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SW Fault Example 1 – Requirement or SW fault?
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SW Fault Example 2 - Requirement or SW fault?
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Fault-Free Software
• Fault-Free Software – why we don’t see as many 

computer-caused accidents in microwave oven, DVD 
player, and TVs as in Automobile

• Computer control systems for most home appliances 
are “bug free” because they:
– Employ discrete variables only
– Involve a finite discrete Input/Output function (namely, truth-

table)
– Have no real-time constraints
– Therefore, can be exhaustively tested (subjected to all 

possible combinations of input variables and correct output 
for each input) and verified

• Simply put, their software requirements are 
simple.
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Software in Complex Systems

• Software in Complex 
Systems:   
– If requirements are 

complex, S/W faults can be 
expected to be made during 
system development 
lead to residual S/W faults 
making into the installed 
S/W
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S/W Faults/Failures and Effects
• 3 Types of S/W

– Application S/W
• S/W made/created by designer

– System S/W
• Third party S/W like Windows, iOS, Android, or 

Unix
• Hosts the application S/W and provide an 

interface between the application S/W and the 
hardware [ex. PC, Smartphones, etc.]

– Development S/W
• Application development platform S/W
• Assembler, compliers, libraries, 
• JDK
• iOS SDK
• Android SDK
• MSDN
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Application S/W Faults -1

• 3 categories
– 1 Misinterpreted requirements

• Programmer has an incorrect understanding of the 
requirements

• In a complex system with requirements of a hundred or more 
pages, dangerous misinterpretation can be made, where, 
particularly, the programmer has limited understanding of the 
physical application.

– 3 Clerical Error
• Typographical errors

– Period(.) used instead of comma(,)
– Sign reversals ( + - ;    - + )
– “>” instead of “>>”
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Application S/W Faults -2

• 3 categories
– 2 Incorrect software design or implementation

• Requirements are understood correctly, but an error is 
made in the design of the software or in coding.

• This is the classic “software bug”
• Subtle fault which can be introduced under the 

assumption that the coding correctly follows the 
requirements

• Error causes
– Wrong variable names
– Wrong functions
– Mistake in a loop index range
– Failing to initialize variables
– Calling the wrong subroutine
– Falling into an infinite loop
– Stack overflow
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Most Common Errors in C++
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Design Faults and Failures
• Causes of Design Requirements [“expected actions of the 

compute system”]  and Design Faults
– 1 Personnel Error

• Outright mistakes
• Omissions
• Misinterpretations

– 2 Limited Engineering Knowledge
• Limited engineering knowledge available 
• Not enough experience on unpredictable faults

– Nuclear plants
– Airliners

– 3 Added Complexity
• Safety-Related Components added to the basic computer control system in the 

safety-critical systems simple design problem becomes highly complex 
problem

• In general, systems get more complex, and deployed computer control system 
and safety-related system are complicated and “out-of-hands”
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Part Failure Rate Determination - Activity

• Understanding the Failure Rate Models
– Internal structure, package type, manufacturing process, 

testing process, screening process, quality control, and the 
condition the part is installed and used. 

• Preparation
– MIL-HDBK-217F

• printout of section 5 – for guided example for 
microcircuits

• PDF file for other sections for resistors, capacitors, 
diodes, etc.

– Notes or scratch papers
– Calculators or Calculator Software
– Patience
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Part Failure Rate Model 
(5.1 Gate/Logic Arrays and Microprocessors)
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Part Failure Rate Model 
(5.2 MOS Memories)
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Part Failure Rate Model 
(5.3 CMOS VLSI with more than 60,000 gates)
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Part Failure Rate Model 
(5.4 GaAs and Digital Device [of FET])
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Part Failure Rate Model
(Section 5.5 Hybrid Microcircuits)
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Failure Rate Determination Example 1 (Sec 5.13)

• Solution
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Failure Rate Determination Example 1
• Solution (-continued) 
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Example 1
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Failure Rate Determination Example 1
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Failure Rate Determination Example 1
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Failure Rate Determination Example 1
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Failure Rate Determination Example 1
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Failure Rate Determination Example 1 - Finally

• Solution
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Example 2 – Class Activity

• What is EEPROM?
• What is Flotox (FLOating gate Tunneling Oxide) EEPROM?
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Example 2 – Class Activity – Step 1
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Example 2 – Class Activity – Step 2
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Example 2 – Class Activity – Step 3
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Example 2 – Class Activity – Step 4
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Example 2 – Class Activity – Step 5
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There are more sections and subsections
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• Microcircuits (Sec. 5)
• Discrete Semiconductors (Sec 6) – Diode, transistors, etc
• Resistors (Sec. 9)
• Capacitors (Sec. 10)
• Inductive Devices (Sec. 11)
• Rotating Devices – Motors (Sec. 12)
• Relays (Sec. 13)
• Switches (Sec. 14)
• Connectors (Sec. 15)
• And more !!!



Section 6
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Section 9
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Section 10

95



Sections 11 & 12
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Sections 13 & 14
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Sections 15 & 16
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Sections 17 - 23
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Failure Rate Determination – Class Project

• Failure Rate Calculations for: 
– 1. The popular microcontroller board Arduino UNO is built on 

Atmel microcontroller ATmega328. Referring the Atmel 
Microcontroller datasheet and the MIL-HDBK-217 manual, 
determine the failure rate of the ATmega328 
microcontroller

– 2. Texas Instrument’s TLC2254M is Quad micro-power 
operational amplifier, and is QML certified for Military and 
Defense Application.  Determine the failure rate of 
TLC2254M by referring MIL-HDBK-217 and TLC2254M 
datasheet from Texas Instrument.  Note that TLC2254M is a 
Hybrid IC with numerous resistors, transistors, diodes, and 
capacitors, which all are to be considered in determining the 
failure rate

• Report should have details steps with explanations 
and justifications.

• Report Submission Due: TBD
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