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Charles Kim – Howard University

CS2– Fall 2014

• Class
– TR1410 – 1530
– LKD 3113 

• Instructor
– Dr. Charles Kim 
– (202)806-4821
– ckim@howard.edu
– Office Hours (LKD3014)

• TWR 1030 - 1200
• Web ---Syllabus, Notes, etc

– www.mwftr.com/CS2.html [Under construction]
• The class WAS sponsored by the grant from Nuclear Regulatory 

Commission: Grant #27-10-1123
• The class had been team-taught by HU professors and NRC 

guest speakers
– Dr, Charles Kim – Safety Critical Embedded Systems
– Dr. Peter Keiller --- Software Reliability
– Dr. Emmanul Glakpe --- Neutron Physics
– NRC Researchers --- Reactors and Simulation 2

• Expectation for
• GR

• Presentation/Lecture
• Project
• Mathematical Risk 

Analysis
• UG

• Presentation
• Essay



Background
• Computers everywhere
• Computer Control Systems are replacing 

analog and electromechanical system –
“Fly-by-Wire” Invites a new set of 
problems “Computers are not intelligent 
enough to replace human operators”

• But people rely too much on computer 
control Asian Airline crash landing in 
SFO

• Computer Related accidents, failures, 
and mishaps

• Car recalls
• Aircraft, cars, rocket launches, air line 

baggage handling systems, space 
systems, satellite launch, nuclear 
medicine, etc.
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• An F-14 drove off the deck of an 
aircraft carrier on command from its 
computer-controlled throttle.



Toyota Camry/Prius  Case
• Unintended Acceleration

• RECALL for possible a sudden stall
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What you see = What you have (behind the 
control room)?            

• TMI (March 28, 1979)
– Valve Indicator System

• After the pressure-relief operation, the valve became stuck in 
the open position

• Although the actuation voltage had been turned off and 
lights in the control room indicated that the valve was closed; 
it was actually stuck open.

• Operators believed that the valve was closed, and coolant 
leaked from the vessel for almost 2 hours
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Scope of the class
• Why do we focus on Computers

– Ubiquitous computing
– Embedded/Mobile/Intelligent Computing
– Computer/Digital System Control
– Are computers reliable?

• Computer glitches in airline industry --- random/design hardware failure
• Explosion of rockets due to coding error --- Software/Coding failure

• Safety-Critical System
– Safety is the highest priority
– A failure or accident causes substantial amount of damage
– Failures are rare but with high impact– “Black Swan”
– Computer controlled
– Example: Nuclear power system, aircraft control system, 

petrochemical plant, oil exploration, nuclear weapon system, 
automobile engine control, airbag, anti-lock breaking, etc.
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Course Objectives & Topics

• Objectives
– Understanding of general system safety 

concepts 
– Defense-in-Depth of computer system
– Software Reliability
– Cyber-Security in Computerized Control 

Systems
• Topics of the Course

– Nuclear System Fundamentals & Nuclear 
Power System Safety (?)

– Computer (H/W and S/W) reliability problems 
in safety-critical systems 

– Investigation of Accidents caused by H/W or 
S/W

– Defense-in-Depth of Computer Systems for 
System Safety

– Safety-Critical Computer System Design
– Cybersecurity in Safety-Critical Computer  

Systems 7
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Course Material
• Textbook

– “Practical Design of Safety-Critical Computer 
Systems: by William R. Dunn

– Reliability Press
– ISBN 0-9717527-0-2

• Related book - reference
– “Safeware – System Safety and Computers” by 

Nancy Leveson
– published by  Addison-Wesley
– ISBN: 0-201-11972-2
– *NOTE: Used book is cheap

• Related Book – Reference 2
– “Set Phasers on Stun” by Steven Casey

• Other Resources
– Handouts
– Book excepts
– Articles
– Reports
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Assignments + Grading
• Grading

– Attendance (10%): only on-time arrival counts
– Presentations (20%)
– Assignments (40%):

• Reading material summarization
• Essay writing
• Project + Reporting

– Final Exam (30%)
• Comprehensive
• Descriptive

• Grades
– A:  90 – 100 
– B:  80 – 89
– C: 70 – 79
– D: 60 – 69
– F: 0 - 59
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Class Structure 
• 1. Lecture

– Computer-caused/related accident investigation 
• H/W and/or S/W

– Safety-Critical Compute System Design and Evaluation
– Defense-in-Depth and Diversity (D3) Concept
– Software Reliability --- Dr. Peter Keiller
– Cyber-Security in computer control systems

• 2. Guest speakers
– Subjects (Tentative)

• Nuclear Physics  --- Dr. Emmanuel Glakpe
• Reactors
• Security of Nuclear Power Plant
• Cyber security
• Fukushima

• 3. On-line Study on Nuclear Physics
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A long history of “Computers and Nuclear Energy”

• Computers & Society, 1980 (?)

• Role of Computers in Nuclear 
Energy
– Simulation Experiments of 

Reactor Operation
– Real-time process 

monitoring and controlCharles Kim – Howard University 11



Mechanical Problems from Simulation Error ?
• SONGS in 2012 (San Onofre Nuclear 

Generation Station) – Steam Pipe issues
– Replacement steam generators that Edison 

installed in 2010 and 2011 proved to be defective, 
leading to a complete shutdown in January 2012

• Update: SCE decided to shut down San 
Onofre- summer 2013

– $680 mission –defective steam generator
– $2 billion - through 2017 (decommission)
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Fault in Nuclear Software
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Fukushima 1 Year Earlier
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Recalls

Charles Kim – Howard University 15



Recall Details - Example
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Missile Launch Control Glitch



Costa Concordia
• Accident: 1/13/2012
• Ship weighs more than 100 tons 
• Measures 951ft. In length
• Maximum Speed is 23mph
• About 4,200 people were on the 

ship
• First trip July 14, 2006
• Estimated Cost of Ship $350 

million
• 17 Decks
• Larger than Titanic
• Largest ship ever for Carnival
• Sophisticated automatic tracking 

system
• Paper and Electronic Charts 

with Radar Overlay Charles Kim – Howard University 18
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Costa Concordia - Accident

• What the captain said:
– Captain Schettino stated that the rock he hit was not on his map for routing
– Italian Coast Guard showed evidence that the rock was very well charted
– The reason he fled the ship was because he accidently fell into a safety boat

• Computer or Human Error? Or Both?
– According to the reports and investigation this was considered a human error 

due to the fact the captain made a maneuver with the ship that was not 
authorized.

– Following contact, the ship suffered a blackout. Emergency electrical power 
would be expected to have kicked in. Propulsion and steering were lost or 
minimized, thereby adversely affecting an initial attempt to bring the ship closer 
to the port beyond the rock for assistance
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Accident and Complication of the Cause Determination:   
Example – “Friendly Fire”

• April 14, 1994
• Iraq
• No Fly Zone
• AWACS (Airborne Warning 

and Control System)
• F-15 fighters
• UH-60 Helicopters (“Black 

Hawk”)
• 26 Peacekeepers killed
• Many approaches to 

understand the incident
– Social and organizational 

approach
– My view: component 

intermittency of IFF 
(Identification Friend or Foe)
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Stuxnet at Natanz
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Smart Grid and Smart Meter Cyber Vulnerability

• Smart Meter Hack?
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Electricity Theft with Smart Meter Tampering

• Theft with Smart Meter in Malta
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How about this case close to home
• Signal 

Timing 
Problem 
caused 
Traffic Jam
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Software Blues
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Hidden Bugs 
• OpenSSL Project: (Secure Sockets Layer) + (Transport Layer Security)
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How errors are inserted
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New Challenges of Widespread use of Computers
• Computers everywhere
• Computer-Caused accidents and failures
• Methods of safe computer control system is lagged behind the 

development of such systems
• Safety engineering does not include computers (software in 

particular)
• Software reliability (or safety) is not easy to adopt in to the existing 

reliability program
• Computer engineers (software) are not prepared to cope with safety 

problems
• Communication problems among system engineers, IT specialists,            

software engineers, operators, programmers, etc.
• And, Human Errors.
• Further, Systems that cause human errors.
• Human/Malware attackers
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Summary
• Assignment#1: 

– Read the 2 articles and summarize their points and discuss 
them with respect to compute system failures.

– 2 – 3page length report: due on 09/11/2014

• Summary:
– Computers are used in controlling safety-critical systems

• H/W failures and S/W glitches
• Rare but big impact

– Understanding how/why computer control system fails, and 
finding ways to prevent and mitigate computer failures

– Difficult
– Involves multi-disciplinary approach
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