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Procedures with Value Parameters

Main program cal I(s) a procedure

Main Program transfers the parameter values
Procedure receives (retrieves) them

Procedure may do a task or it may return a value

— value-returning procedure is sometimes called a
function



Procedure Calling and Stack

e 3 concepts:

— How to transfer control from a calling [main]
orogram to a procedure and back

— How to pass parameter values to a procedure
and results back from the procedure

— How to write procedure code that Is
Independent of the calling program.

 Hardware stack Is used to accomplish
each of the above jobs.




80x86 Stack

e Hardware Stack

— ESP holds the address of the “first byte
above (or higher) ” of the stack pointer

— Most access is indirect, through the stack
point register ESP

e Operating system initializes ESP to point to byte
above stack pointer

* As program executes, it points to the last item
pushed on the stack

— “Top” of stack Is at the highest address
— Stack grows toward lower address



How Cal 1 /Ret Works

e call

— The address of the instruction EIP following the call is pushed
on the stack (so ESP has grown by 4 --- ESP address is
lowered by 4) [Equivalent to Push EIP]

— The instruction pointer register EIP is loaded with the address of
the first instruction in the procedure
e ret

— The doubleword on the top of the stack is popped into the
Instruction pointer register EIP (so ESP has decreased by 4 ----
ESP address is increased by 4) [Equivalent to Pop EIP]

— this is the address of the instruction following the call, that
Instruction will be executed next [Return Address]

— If the stack has been used for other values after the call, these
must be removed before the ret instruction is executed




Alternative Ret Format

*ret n

— After the returned address is popped to EIPfrom the
stack, n is added to ESP.

— This Is most often used to logically remove procedure
parameters that have been pushed onto the stack

— Used In Stdcall Protocol
e Protocol?

— Transfer of control from calling program to procedure and back

— Passing parameter values to procedure and results back from the
procedure

— Having procedure code that is independent of the calling program



Procedure protocols for Stack Clean-Up

« 2 Protocols for Procedure handling

— Cdecl (“C Declaration”) --- Caller Clean-Up
— Stdcall (“Standard Call”) --- Callee Clean-Up

“Clean-up” means move Stack Pointer back to the original position
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Cdecl (“C Declaration”

o (Caller Clean-up convention

e used by many C systems for the x86 architecture.

e Default in Visual Studio

* Function parameters are pushed on the stack.

e Function return values are returned in the EAX register

* Registers EAX, ECX, and EDX are available for use in
the function.

« The calling program cleans the stack after the function

call returns eemeameneameaseeseesesee e

. : MyFunctionl
i pEsh ebp

/* example of __cdecl =/ | mov ebp, esp

push argl ' mov =ax, [=bp + 8]

push arg? | mov edx, [ebp + 12]

push arg3 | add eax, edx

call function , pop ebp

add QS_p,lE S/ effectively "pop: pop; pop" b LI




Stdcall --- we use this In class

Callee Clean-up Convention
A variation on the Pascal calling convention

Callee is responsible for cleaning up the stack
— Ret N
— N is added to ESP

Parameters are pushed to the stack

Registers EAX, ECX, and EDX are designated for use within the
function.

Return values are stored in the EAX register.
Standard calling convention for the Microsoft Win32 API.

i MyFunction@s

* example of __stdcall =/ | push ebr
pL-ISh Ell"g]. mov ebp, esp
h ' mow eax, [ebp + EB]
pus EH‘QZ ] ' mov edx, [sbp + 12]
call function | add eax, edx

' pop ebp
. Tet 8

// no stack cleanup - callee does this

.................................



Structure of Procedure in Coding (Stdcall

. COde

main PROC
mov
mov
push
mov

push
call
exit
main ENDP

EAX,22220000h
AX,wordl

EAX

AX,word2

EAX

AddTwo ;Call

pd
=

AddTwo PROC
EBP

push
mov
mov

add
pop
——— > ret

EBP, ESP
EAX, [EBP + 12]
EAX, [EBP + 8]
EBP

8

AddTwo ENDP

END main

Main Code:
CALLER

Procedure,
Subroutine,
function:
CALLEE

% End of the Code




Push Instruction

eUsual format. push source
—source can be memory, register or immediate
—doubleword or word pushed on the stack

*ESP decremented by size of operand

*Operand stored in stack where ESP points after
being decremented

*Flags not changed

By Push, stack point goes lower (“grows”) in
address (ESP)

*Push/Pop from the Stack Pointer (ESP register)



Push Instruction

Stack size of 16
stack Point = 0010
ostack filling starts from 000F (1 below the pointer)

Stack Istruction ESP
0010

push 91020304 peac

push @ABBOCED  ©80F
Peeo
el
pee2
o3
pee4
POBas
PeRs
poa7
PEOS eD
POBg aC - S = = -
0BBA BB Stack push (filling) starts from 1 lower the ESP, and stays there
BO0E aA Stack pops from the ESP and moves 1 higher
peec P4
PeeD 03
POBE 92
peeF @1

0010 <------ Stack Pointer
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Push Example

e Pushd --- DWORD size operand

_240d 9-Foh > 000000 Fo

‘,E[_:FFEQE | ,l

Stack push (filling) starts from 1 lower the ESP, and stays there ( FFFFFF ié
Stack pops from the ESP and moves 1 higher

Stack

PE6AA1FO
PEEEA1F1
PEGAR1F2
POEEL1F3
PEEAA1FA
POGAA1FS
POEPPLFE
POEER1FT
POGAA1FS
PEGAA1FS
POEEILFA
POEEO1FE
PEERA1FC
PEEEA1FD
POEPPLFE
POGAA1FF

80600200

Data

L
18

FF
FF
FF
A2

F
47

83

Istruction ESP EAX
%@6@@2@@ 83854742

push EAX aa6a81FC

pushd -248 Ba6081Fa




pop Instruction and Execution

« Usual format: pop destination
— doubleword destination can be memory or
register
 Operand stored in stack where ESP point Is
copied to destination

« ESP incremented by size of operand after the
value is copied




pop Instruction and Execution

Stack push (filling) starts from 1 lower the ESP, and stays there

—

Stack pops from the ESP and moves 1 higher

Stack

006081F0
006081F1
006081F2
006081 F3
006081F4
0B601F5
006081F6
00681k 7

PEGAA1FS

POEEB1F9
POEEO1FA
POGEA1FB
POERATFC
BOEPB1FD
POEEO1FE
POGOOTFF

‘Pac00200

Istruction

pushd -248
pop EAX

r_;.'g.‘ m [-.1 -]
(WYY |

ESP EAX

‘00600200  83B547A2

8068a1FC
80600 1F8
88608 1FC FFFFFF18




Pop Example [pop CX]

Stack push (filling) starts from 1 below the ESP, and stays there

Stack pops from the ESP and moves 1 above

S5tack

PPEER1FR
PPEER1F1
POGOO1F2
POGOR1F3
| PPEPPLFA
| @O6RA1FS
. @PERA1FE
| POERA1FT
| POEPO1FS
' POEROLFY
POGEOO1FA
POGOR1FB
PPEER1FC
PEEEO1FD
| POERA1FE
POEOR1FF
 "opcp0200

Data

F
18

F
F

F
F

Istruction

DLUS M

L E

pushd -240

pop
pop

ECX

ECX
CX

ESP
00600200
PEGEEO1FC
POGCOR1FS
PEGER1FC
PPEOR1FE

.

ECX
83B547A2

FFFFFF10
FFFF47A2




» Before
— [ESP]=06 00 10 00
— [ECX]=01 A2 5B 74

o After push ECX
o After pushd 10 _

Stack push (filling) starts from 1 lower the ESP, and stays there

_ [STACK]: ? Stack pops from the ESP and moves 1 higher
Stack Data Istruction ESP ECX
‘06001000 81A25B674
push ECX 86088 FFC
pushd 18 o0 FFS
QoaeaFF7

PEOPRFFS BA
B6PPOFF9 88
PEPPBFFA 88
PGPPOFFB 08
BEPPBFFC 74
PEEOOFFD 5B
PEERBFFE A2
BEPPBFFF 01
965001000



Push — Practice

» Before:
— [ESP]=02 00 0B 7C
— [EBX]=12 34 56 78

» Stack Diagram and [ESP]

— After pushd 20 ~ Stack push (filling) starts from 1 lower the ESP, and stays there
Stack pops from the ESP and moves 1 higher

— After push EBX giack Data

Istruction ESP EBX
8208887 C 12345678

nushd 28

push EBX

82008873
B2008E74
B2008E75
B2008E76
02800877
02880878
02880879
B2008E7A
B2000E7B
B2088E7C
82888E7D




Push-Pop Practice

 Before:
— [ESP]=00 10 F8 3A
— [EAX]=12 34 56 78
« Stack Diagram, [EAX], [EBX], & [ESP]

— After ~ Stack push (filling) starts from 1 lower the ESP, and stays there

I

e Push EAX Stack pops fron_'n the ESP and moves 1 higher

Stack Data Istruction ESP EAX EBX
e Pushd 30 PO1OFS3A 12345678 77727777
. POp EAX push EAX

pushd 38
b POp EBX pop EAX
pop EBX

BE1BF82F

BE168F836

Be18F831

BE10F832

B818FE833

g81eFE&34

B818FE835

B818FE836

B818F837

B810FE38

B018F839

BE18F83A




Push/Pop example code: Procl.asm

TITLE Procedure Example (Procl.asm)
INCLUDE Irvine32.inc
.stack 4896
.data
.code
main PROC
mov EAX,O
mov EBX,0
mov ECX,0
mov EAX, 83B547A2h
push EAX
pushd -24@ sdouble word
pushw 5; WORD Size e Pushw -—- WORD size operand
pop EAX L= L=a2lk
pop AX
pop EBX
exit
main EMNDP
END main




Push/Pop example code: Procl.asm

Procl.asm
TITLE Procedure Example (Procl.asm)
INCLUDE Irwvine32.inc
.stack 4896
.data
“Eate » Pushw -— WORD size operand
main PROC T el
mowv EAX,O
mov EBX,8
mov ECX,8
mov EAX, B3B547A2h
push EAX
pushd -248 ;double word
pushw 5; WORD Size
pop EAX
pop AX
pop EBX
exit
main FRDP
100% -4
Memory 1 _
Address: | 0:0018FF80 | EAX = 76563378 EBX = 7EFDEGSS
BxPP12FFEE0 0P PP B0 0P 899 BB P28 BB . ....... ECX = oegoeate EDX = 68481885
Bxeo1 55 90 ©P 00 00 8a 33 56 76 ....53Vv E5I = @boeveee EDI = 80028060
Bx8 98 00 e@ fd 7e d4 ff 18 ee .ay~0y.. EIP = 60401018 ES5P = @018FF8C
Bxe 98 72 9f 44 77 00 e0 fd 7e rYDw.ay~ EBF = 9018FF94 EFL = 0986008246
Bxa AB 38 T3 32 76 60 88 98 88 Bo02v....
Pxa AE OB €0 00 00 08 ed fd 7e ... .. aye
Bxe G 289 99 209 00 00 68 08 88 . ....... d
B ER R PP 28 66 68 Ff 18 66 ¥




A B E D E F

1 Stack push (filling) starts from 1 lower the ESP, and stays there
2 Stack pops from the ESP and moves 1 higher
) p us h EAX 3 Stack Data Istruction ESP EAX EBX
4 @O18FF8c |83B547A2 [?7277777
5 PO18FF80 push EAX PO18FF88
6 ©018FF81 pushd -24@ PO18FF84
mov  ECX,© 7 ©O18FF82 pushw 5 PO18FF82
mov EAX, 83B547A2h 3 9018FF83 pop EAX PO18FF86 |FF100005
push EAX 5 PP18FF84 pop AX PO18FF88 |FF1OFFFF
pushd -24@ ;doubli0 @@18FF85 pop EBX PO1OFF8C 83B547A2
pushw 5; WORD Size 11 @©18FF86
pop EAX 12 @@18FF87
pop AX 13 BO1OFF88|A2
pop EBX 14 @O10FF89 (47
oxit 15 BO16FF8A|BS
P ——— 16 GO1OFF8B (83
00% | d 17 @810FF8C

_18 B818FFE8D

Address: IGxﬂﬂlﬂFFEG EAX = 83B547A2 EBX = 00000000
IxPR1IEFFED 90 PO 9P PO PO 8P BB PB . ....... ECX = obgooooe EDX = 00481685
IxPO18FFE8 a2 47 b5 83 8a 33 56 76 (GufS3vv ESI = 0voBeoee EDI = 00080060
Ix0O018FF90 00 e® fd 7e d4 ff 18 66 .ay~0y.. EIP = ©0481e25 ESP = 0018FF88
IxPB18FF98 72 9f 44 77 00 0 fd 7e rYDw.ay~ EBP = ©018FFS94 EFL = 08808246
e A O3 A ey L i e B I o T T T T o T N Vo [ = Ty TR




Push/Pop example code: Procl.asm

A B C D E F
1 Stack push (filling) starts from 1 lower the ESP, and stays there
o p u S h d — 24@ 2 Stack pops from the ESP and moves 1 higher
3 Stack Data Istruction ESP EAX EBX
4 @818FFBc |83B547A2 |[?77777?Y
5 PB18FF30 push EAX PP18FF88
6 ©918FF81 pushd -248@ OP18FF84
7 ©018FF82 pushw 5 PP18FF82
% ©O18FF83 pop EAX 0P18FF86 |FFl1e8ees
9 O018FF34|16 pop AX Ba18FF88 |FF18FFFF
push EAX 10 @@18FF85|FF pop EBX @P18FF8C 83B547A2
pushd -24@ ;double 13 pe18FF86|FF
pushw 5; WORD 5ize 12 ©B18FF87|FF
pop EAX 13 @B1OFF88|A2
pop AX 14 ©918FF89 (47
pop EBX 15 @@1OFF8A|BS
exit 16 ©910FF8B |53
main ENDP 17 | 8@18FF8C
100% = 4 12 @018FF8D

Address: | 0x0018FF80 EAX = 83B547A2 EBX = 000000800
BxOO18FFE0 98 80 @8 88 18 ff ff ff ..... VY ECX = ©0d00000 EDX = 00401085
OxPB18FFE8 a2 47 b5 83 8a 33 56 76 (¢GUFS3Vv ESI = 90eeeeee EDI = 20ee00es
OxB018FF98 ©0 e® fd 7e d4 ff 18 @0 .ay~0y.. EIP = ©0040102A ESP = 0018FF34
BxB018FF98 72 9f 44 77 00 eB fd 7e rYDw.ay~ EEP = ©018FF94 EFL = 60000246
OxPB18FFAE 38 f3 32 76 80 00 08 B8 B802v....



Push/Pop example code:

* Pushw -—- WORD size operand

e pushw 5

push EAX
pushd -246

pushw 5; WORD Size
pop
pop
pop

EAX
AX
EBX

exit
main FHNOP

100 % =

80|~ |h (LA AW

=]

; doub]10

11
12
13
14
15
16
17
18

Stack

BO18FF8e
@018FF8&1
@018FF82
@018FF83
6018FF84
@018FF85
@O18FF86
BO18FF87
©018FF88
@018FF89
@018FF8A
B018FF8B
@018FF8C
@018FF8D

Data

a5

eo

16

FF

FF

FF

A2

47

B5

83

push EAX

pushd -240

pushw 5
pop EAX
pop AX
pop EBX

Procl.asm

Stack push (filling) starts from 1 lower the ESP, and stays there
Stack pops from the ESP and moves 1 higher
Istruction

F

ESP EAX EBX
@018FF3c 83B547A2 | ??
BO18FF88

@018FF84

ee18FF82

Address: |IZI:-:IZIIZIIEFFEU

3

IxOB18FFo8
Ix0018FF98
IxOB1EFFAS

08 08 o5 o8
a2 47 b5 83
860 eB fd 7e
72 9f 44 77
38 3 32 76

16
da
d4
80
80

+
33
+
el
20

ff FFf ..... AR
56 76 ¢GuFS3Vv
18 80 .ay~0y..
fd 7  rYDw.ay~
60 00 862v....

EAX =

ECX
ESI
EIP
EBP

83B547A2
B808800e
B808800e
eed4e1e2D
@e18FF94

EBX
EDX
EDI

ESP =

EFL

88080008
884816085
88080008
Be18FF82
geeea2do6




Push/Pop

e pop EAX

push EAX
pushd -248

2C

pushw 5; WORD 5iz

EAX
AX
EBX

pop
pop
pop
exit

main FNDP
100% = 4

W0~ e W=

= e e | e
O A R W= O

17

Stack

@e@18FF80
@e18FF81
@018FF82
@018FF83
@e18FF84
@018FF85
@018FF86
B@18FF87
@e18FF88
@018FF89
@018FF8A
@e18FF8B
@018FF8C

example code: Procl.asm

F

Stack push (filling) starts from 1 lower the ESP, and stays there
Stack pops from the ESP and moves 1 higher

Data

@5

ee

1e

FF

FF

FF

A2

47

B5

83

Istruction

push EAX
pushd -240
pushw 5
pop EAX
pop AX
pop EBX

ESP EAX EBX
@018FF8c 83B547A2 |
B018FF88

@@13FF84

@018FF82

@O18FF86 FFleeees

_ 18 @018FF8D

Address: | 0x0018FF80

BxB018FFEE ©0 88 85 88
Ox0018FFE8 a2 47 b5 83
Ox0018FF98 ©8 e@ fd 7e
Ox0018FF98 72 9f 44 77
Ox0018FFAB 38 3 32 76

10 ff ff ff ..... Y
8a 33 56 76 (¢GufS3vv
dd ff 18 @0 .ay~0y..
00 ed fd 7e rYDw.ay~
60 90 00 00 862v....

EAX
ECX
EST
EIP
EEP

FF188885
88008880
5151515]15]15]15]%)
8840182E
B818FFS4

EBX =
EDX =
EDI =
ESP =
EFL =

5151515155151
00401085
5151515155151
BO18FF86
BB 246




A B C D E F

1 Stack push (filling) starts from 1 lower the ESP, and stays there
2 Stack pops from the ESP and moves 1 higher
[ pOp AX 3 Stack  Data Istruction ESP EAX EBX
4 ©R18FF8c 83B547A2 |2
5 ©©018FF80 push EAX ©O18FF88
6 ©e18FF81 pushd -2480 ©018FF84
7 ©P18FF82 |65 pushw 5 BO18FF82
8 OP18FF83 |60 pop EAX BB18FF86 FFleeees
9 ©018FF84 |1© pop AX ©018FF88 FF1@FFFF
push EAX 10 @O18FF85 |FF pop EBX
pushd -240 ; 11 @018FF86 |FF
pushw 5; WORD 5i12 ©018FF87 |FF
pop EAX 13 @O18FF88 |A2
pop AX 14 @O18FF89 (47
pop EBX 15 @O18FFSA |B5
exit 16 @@18FF8B |33
ol ENDP 17 @O18FF8C
100% - ¢ 18 @018FF8D

Address: | 0:0018FF80 EAX = FF18FFFF EBX = 000008
IxPB1E2FFE0 99 80 85 ee 10 ff ff ff ..... VY ECX = @begbegd EDX = 08401865
Ix@818FF88 a2 47 b5 83 8a 33 56 76 {¢GufS3vv E5I = @@ooeeoce EDI = ooooooas
Ix0818FF98 00 e® fd 7e d4 ff 18 88 .ay~0y.. EIP = 608401030 ESP = OQ18FF88
IxOB18FF98 72 9f 44 77 08 e fd 7e rYDw.ay~ EBP = ©018FF94 EFL = 00000246
Ix0818FFAB 38 f3 32 76 00 90 @0 88 8o2v....



Push/Pop example code: Procl.asm

F

1 Stack push (filling) starts from 1 lower the ESP, and stays there
2 Stack pops from the ESP and moves 1 higher
3 Stack Data Istruction ESP EAX EBX
[ pOp E BX 4 @O18FF8c |83B547A2 |22227222
5 ©018FF8@ push EAX BO18FF88
6 ©018FF81 pushd -240 BO18FF84
7 @O18FF82 |@5 pushw 5 BO18FF82
mov EAX, 83BS547A2h 8 ©018FF83 (00 pop EAX @018FF86 |FF100005
o ©e18FFg4 |16 pop AX BO18FF88 FF1OFFFF
push EAX
10 8018FF85 |FF pop EBX B01OFF8C 83B547A2
pushd -240 ;doub 1 o015FFs6 [FF
pushw 5; WORD 5ize 1, @o18FF87 |FF
pop EAX 13 BO1BFF88 |A2
pop AX 14 @O18FF89 (47
pop EBX 15 ©@e18FFBA |B5
. 16 ©@@18FFBB |83
o oexat 17 @018FF8C
main ENDE 18 @O18FFS8D

I %G - 4

Idress: | 0x0018FF80 EAX = FF1O0FFFF EBX = 83B547A2
PE1EFFEG @0 88 85 @9 18 ff ff ff ..... Ty ECX = 9PPPPPRO EDX = 00401005
PO18FFE8 a2 47 b5 83 8a 33 56 76 ¢GufFS3Vv ESI = P90000ee EDI = 90000008
PA18FF90 00 e@ fd 7e d4 ff 18 @0 .ay~0y.. EIP = 89481831 ESP = 8818FF8C
AA18FF28 72 9f 44 77 00 e0 fd 7e rYDw.ay~ EBP = BO18FF94 EFL = 0900080246

—_—— - - - - - - - - _ -



Procedure Example — CallAddTwo.asm (“Stdcall”)

TITLE Demonstrate the Calling AddTwo Procedure
INCLUDE Irwvine32.inc
.data
wordl WORD 1234h
word2 WORD 4111h
.code
main PROC
mov EAX,2222080080h
mov  AX,wordl
push EAX
mov  AX,word2
push EAX
call AddTwo ;Call the STDCALL wversion
call DumpRegs
exit
main ENDP

AddTwo PROC
;3 Adds two integers, returns sum in EAX.
3 The RET instruction cleans up the stack.

push EBP

mov EBP,ESP

mov EAX,[EBP + 12] ; first parameter
add EAX,[EBP + 8] ; second parameter
pop EBP

ret 8 ; clean up the stack

AddTwo ENDP

END main

(CallAddTwo.asm)



wewresn SR

wordl WORD 1234h
word2 WORD 4111h
.code
main PROC
mov EAX,22220606h
mov  AX,wordl
push EAX
mov  AX,word2
push EAX
call AddTwo ;Call the STDCALL version
exit
main ENDP

AddTwo PROC
; Adds two integers, returns sum in EAX.
;3 The RET instruction cleans up the stack.

®)
=
)
o
S
O
O
O

o push EBP

mov EBP,ESFP

mov EAX,[EBP + 12] ;3 first parameter

add EAX,[EBP + 8] ; second parameter

pop EBFP

ret 8 3 clean up the stack
00% - +
Memory 1 I_
Address: |0:x0018FF70 EAX = 75C23378 EBX = 7EFDEGG®
OxOO18FF70 00 00 00 00 00 00 00 pa J ECX = 0000BOOE EDX = 0048108A
OxO018FF72 00 00 00 00 80 60 60 pe [ ESI = 0000BEE EDI = 00800600
Ox0O1E8FFE0 @0 00 90 00 @0 60 6o ea | EIP = 00401020 ESP = 9018FF8C
OxPO18FFSE ©0 00 @9 V9 Ba 33 c2 75 | EBP = ©018FF94 EFL = 00000246
Ox0018FF98 @0 e@ fd 7e d4 ff 18 @0




CallAddTwo.asm X

push EAX
;for wordl

wordl WORD 1234h

word2 WORD 4111h

.code

main PROC
mov EAX,222208088h
mov  AX,wordl
push EAX

W mov  AX,word2

push EAX
call AddTwo ;Call the STDCALL wversion
exit

main ENDP

AddTwo PROC
; Adds two integers, returns sum in EAX.
;3 The RET instruction cleans up the stack.

J push EBP

mov EBP,ESP

mov EAX,[EBP + 12] : first parameter

add EAX,[EBP + 8] ; second parameter

pop EBF

ret 8 ;3 clean up the stack
100% =~ 4
Memoyl  Regses
Address: | 0x0018FF70 EAX = 22221234 EBX = 7EFDEG@®
OxPO18FF70 00 00 00 90 00 00 ee ee | ECX = OoGoGoge EDX = 0040100A
0xBB18FF78 ©0 00 @0 PO o0 00 oo ee | ESI = ©66BOEEO EDI = 06600000
PxPO18FFE0 ©0 00 0@ @0 @0 0@ ee ee | EIP = @040102C ESP = 0O@18FF88

0xB018FF28 34 12 22 22 8a 33 c2 75 4 EBP = ©018FFS54 EFL = 000068246
AxPA18FF99 00 ed fd 7e d4 ff 18 @@ |
0xB018FF98 72 9f 92 77 @8 e fd 7e 90404002 = 4111




e

wordl WOED 1234h

word2 WORD 4111h

.code

main PROC
mov  EAX,2222008006h
mov  AX,wordl

push EAX

pUSh EAX mov  AX,word2
push EAX

;‘F()r‘ v call AddTwo ;Call the STDCALL version
exit

word?2 main ENDP

AddTwo PROC
3 Adds two integers, returns sum in EAX.
;3 The RET instruction cleans up the stack.

J push EBP
mov EBP,ESP
mov EAX,[EBP + 12] ; first parameter
add EAX,[EBP + 8] ; second parameter
pop EBP
ret 8 ; clean up the stack
100% = +

Mermory 1 Registers

JEFDEGBS ‘

Address: | 0x0018FF70 EAX = 22224111 EBX =

OxER1EFF70 90 00 00 00 80 00 ee ep | ECX = oooooooe EDX = 0040180A |
OxPO18FF78 00 @0 00 00 00 00 0@ ep J ESI = 00000000 EDI = 00000006 3
OxPP18FFE0 90 00 88 @@ 11 41 22 22 | EIP = ©0481833 ESP = 0018FF&4

OxPO18FF88 34 12 22 22 8a 33 c2 75 EBP = @018FF94 EFL = 80000246

OxPO1EFF98 80 e® fd 7e d4 ff 18 @0
OxBO18FF98 72 9f 92 77 00 e@ fd 7e
OxPO1EFFAB 14 11 d8 77 00 06 06 @0 N




—— T

wordl WOED 1234h
word2 WORD 4111h
.code
main PROC
mov EAX,22220800h
mov  AX,wordl
push EAX
mov  AX,word2
push EAX
call AddTwo :Call the STDCALL version

call AddTwo exit
main EMNDP
* Note that
AddTwo PROC
EIP (for ; Adds two integers, returns sum in EAX.
3 The RET instruction cleans up the stack.

retu rn = push EBP

mov EBP,ESF

addreSS) IS mov EAX,[EBP + 12] ; Tirst parameter

add EAX,[EBP + 8] second parameter

stored In the bop  EBP

ret & 3 clean up the stack
stack 0% - -

Memory 1 Registers

AdmfﬁﬂDmeFﬁﬂ EAX = 22224111 EBX = 7EFDEGGO

OxPO18FF70 90 00 00 00 60 00 00 pp | ECX = ©0000B0EG EDX = 8040100A
OxPO1SFF7Z ©0 0P 90 00 90 00 00 ee | ESI = ©00oGood EDI = ©0000000
OxPO18FFEE 38 10 40 00 11 41 22 22 o EIP = ©0401603F ESP = BO18FFE0
OxPO18FFEE 34 12 22 22 8a 33 c2 75 ] EBP = ©018FF94 EFL = 00000246

OxBE18FF290 ©0 e® fd 7e d4 ff 18 06
OxPB18FF98 72 9f 92 77 88 eB fd 7e




_ ey @ @ @@ @@ @ @@ @ @

wordl WUORD 1234h
word2 WORD 4111h
.code
main PROC
mov EAX,222200808h
mov  AX,wordl
push EAX
mov  AX,word2
push EAX
call AddTwo :Call the STDCALL version
exit
main EMNDP

AddTwo PROC
; Adds two integers, returns sum in EAX.
3 The RET instruction cleans up the stack.

pUSh EBP J push EBP

+ mov EBP,ESP

mov EAX,[EBP + 12] ; first parameter

add EAX,[EBP + &] : second parameter

pop EBP

ret & 3 clean up the stack
100% - ¢
Address: | 0x0018FF70 EAX = 22224111 EBX = 7EFDE@@S
GxO018FF70 90 90 00 00 00 00 ee e J ECX = 0000BOEG EDX = 6048100A
Ox0818FF78 8@ @@ @0 @@ %4 ff 18 ee | ESI = ©06E00EE EDI = 00000000
Gx0018FFS0 38 10 40 00 11 41 22 22 ¢ EIP = 60401048 ESP = GO18FF/C
OxPO18FFES 34 12 22 22 8a 33 c2 75 EBP = ©018FF94 EFL = 000008246

OxPP1EFF98 00 e® fd 7e d4 ff 18 @0
OxPP18FF98 72 9f 92 77 88 eB fd 7e




e BRI ]

wordl WORD 1234h
word2 WORD 4111h
.code
main PROC
mov EAX,222200806h
mov  AX,wordl
push EAX
mov  AX,word2
push EAX
call AddTwo :Call the STDCALL wersion
exit
main ENDP

AddTwo PROC

3 Adds two integers, returns sum in EAX.

: The RET instruction cleans up the stack.
J push EBP

mov EBP, ESP mov EBP,ESP
W mov EAX,[EBP + 12] ; first parameter
;to save ESP add EAX,[EBP + 8] ; second parameter
pop EBP
ret 8 ; clean up the stack
Address: | 0x0018FF70 EAX = 22224111 EBX = 7EFDE@@S
OxOR18FF70 90 00 00 00 00 00 ee e J ECX = 00006000 EDX = 0040100A
Ox0018FF78 80 00 @0 @@ 94 ff 18 ee | ESI = 00060066 EDI = 00006006
OxOR18FFS0 38 10 40 00 11 41 22 22 ¢ EIP = 60401042 ESP = G018FF7C
OxPO18FFES 34 12 22 22 8a 33 c2 75 EBP = OO18FF/C EFL = 000008246
OxPO18FF90 @0 e® fd 7e da ff 18 @0
OxPO18FF98 72 9f 92 77 80 e@ fd 7e @018FF88 = 22221234

CreBRATR2ECCAG 14 11 A% 77 A6 G0 AR QG



mov EAX, [EBP+12]

wordl WORD 12z24h

word2 WORD 4111h

.code

main PROC
mov EAX,2222000806h

AX ,wordl

EAX

AX ,word2

EAX

AddTwo

mowv
push
mowv
push
call
exit
main ENDP

AddTwo PROC

J push EBP
mov EBP,ESP
mov EAX,[EBP + 12]
W add EAX,[EBP + &]
pop EBP
ret 8

100% - “

EEmp 000000000

;Call the STDCALL wversion

; Adds two integers, returns sum in EAX.
3 The RET instruction cleans up the stack.

first parameter
second parameter

clean up the stack

Memory 1 Registers

Address: | 0x0018FF70

00 00
94 ff
11 41
Ba 33
da ff
28 ed

Ox8018FF70 ©0
Ox0818FF78 00
Ox8818FF38 38
Bx018FFEE8 34
Ox8018FF58 ©0
Bx0818FF98 72

ae oo
ae ae
18 46
12 22
ed fd
9t 492

ae
Be
ae
22
Je
77

aa
18
22
c2
18
fd

5]5]
5]5]
22
75
5]5]
Je

EAX = 22221234 EBX = 7EFDE@OSO

ECX = ePecpeee EDX = 80491e8i
1 ESI = eeeeecee EDI = ee0e0e0e
4 EIP = 06401045 ESP = @@18FF7C
A EEBP = @818FF7C EFL = ©e0e8246
A ©@018FF84 = 22224111




.

wordl WOHELD 1Z234h
word2 WORD 4111h
.code
main PROC
mov EAX,22228000h
mov  AX,wordl
push EAX
mov  AX,word2
push EAX
call AddTwo ;Call the STDCALL wersion
exit
main ENDP

AddTwo PROC
;3 Adds two integers, returns sum in EAX.
3 The RET instruction cleans up the stack.

> push EBP

mov EBP,ESP

mov EAX,[EBP + 12] ;3 first parameter

add EAX, [EBP+8] add EAX,[EBP + &] ; second parameter

W pop EBP

ret 8 ;3 clean up the stack
noee - 4
Address: | 0x0018FF70 EAX = 44445345 EBX = 7EFDE@®@
OxAA1EFF70 @0 90 @0 00 00 00 o0 ep | ECX = 000BE0EO EDX = 0040180A
OxBO18FF78 00 00 00 00 94 ff 18 ee | ESI = 00000000 EDI = 00000006
OxPO18FFE0 38 10 40 00 11 41 22 22 ¢ EIP = 00401048 ESP = BO18FF7C
Ox@O18FF88 34 12 22 22 8a 33 ¢2 75 4 EBP = @018FF/C EFL = 00000202

OxBO1EFFS0 00 e® fd 7e d4 ff 18 e8|
Ox@B1EFF98 72 9f 92 77 00 e® fd 7e




CalldddTwo.asm >

wordl WORD 1Z234h
word2 WORD 4111h
.code
main PROC
mov EAX,222280006h
mov  AX,wordl
push EAX
mov  AX,word2
push EAX
call AddTwo ;Call the STDCALL wersion
exit
main ENDP

AddTwo PROC
;3 Adds two integers, returns sum in EAX.
3 The RET instruction cleans up the stack.
J push EBP
mowv EBP,ESP
mov EAX,[EBP + 12]
add EAX,[EBP + 8]

first parameter
second parameter

LR

pOp EBP pop EBF
W ret 8 3 clean up the stack
100% - +
Address: | 0x0018FF70 EAX = 44445345 EBX = 7EFDE@@®
0xPO18FF70 90 00 00 00 00 @0 ee ee | ECX = 000BO0DBO EDX = 0B40100A
PxPB18FF78 ©0 00 00 @0 94 ff 18 ee | ESI = 60000000 EDI = 00000000
OxPO18FFSe 38 10 40 @0 11 41 22 22 ¢ EIP = 00401049 ESP = OO18FF&0

B818FF24 EFL = 28088282

PxPB18FFS88 34 12 22 22 8a 33 c2 75 1 EBP
OxEO18FF98 88 @ fd 7e d4 ff 18 @8



I - B

wordl WUORD 1234h
word2 WORD 4111h
.code
main PROC
mov EAX,222200808h
mov  AX,wordl
push EAX
mov  AX,word2
push EAX
call AddTwo :Call the STDCALL version
Vv exit
main EMNDP

AddTwo PROC
; Adds two integers, returns sum in EAX.
3 The RET instruction cleans up the stack.

J push EBP
mov EBP,ESF
mov EAX,[EBP + 12] ; first parameter
add EAX,[EBP + &] : second parameter
pop EBP

r\et 8 ret B8 ; clean up the stack
100 % - 4

° Add 8 Address: | 0x0018FF70 EAX = 44445345 EBX = 7EFDE@@O
) Px0B18FF70 ©0 90 90 00 P9 08 ee e | ECX = ©GBBBooe EDX = ©840100A
to ESP Px0018FF78 @0 00 08 9 94 ff 18 @@ J ESI = 0008000 EDI = 90008000
BxB018FF80 38 10 40 00 11 41 22 22 d EIP = 00401838 ESP = @018FF8C
OxPO18FFE8 34 12 22 22 8a 33 c2 75 EBP = ©018FF94 EFL = ©08008202

OxPP1EFF98 00 e® fd 7e d4 ff 18 @0
OxPP18FF98 72 9f 92 77 88 eB fd 7e




LST file

00000000
00000000
00000002
00000000
00000000
00000000
00000005

00000008
0000000C

00000012
00000013

0000001F

0000001F

0000001F
00000020
00000022
00000025
00000028
00000029
0000002C

1234
4111

Ba

22220000

66| A1
00000000 R

50

66 |

Al

ooodooD2 R

50
E8

55
8B
8B
03
5D
cz2

00000007

45 0OC
45 08

o008

.data

wordl WORD 1234h
word2 WORD 4111h

.code
main PROC
mow EAY ,22220000h
mow AY ,wordl
push EAX
oW AY ,word2
push ERY
call AddTwo ;Call the STDCALL wversion
exit
malin ENDP

AddTwo PROC

W W

push
Mow
Mov
add
Pop
ret

Adds two integers, returns sum in EAX.
The RET instruction cleans up the stack.

EBP

EBP,ESP

EAX, [EBP + 12]
EAYX, [EBP + 8]
EBP

8 ;

first parameter
second parameter

wE W

clean up the

AddTwo ENDP

END main

stack



Code with actual address (and stack)

ADDRESS

‘80401026
‘804910825
pB401028
0840102C
‘804091032
‘80401033
‘80491038

pB4A103F
‘80491048
‘80491042
'BE4B1045
‘00401048
‘80491049
AB40104C

‘00404000
‘00404002

Machine Code (or StalInstruction

BS 22220000
66 Al 00000000 R
50

66 A1 90008002 R
F

58
EG Debooesy

55

88 EC

88 45 ac
83 45 B3
5D

C2 Beas

1234
4111

Main PROC

mov EAX, 222280888h
mov AX, wordl

push EAX

mov AX, word2

push EAX

call AddTwo

exit

push EBP

mov EBP,
mov EAX,
add EAX,
pop EBP
ret &
ENDP

wordl
word?2

ESP
[EBP+12]
[EBP+8]

e Stack

B818FF78
Ba18FF74
B818FF7S
B818FF7C 94 FF 18 8@
B8l18FFs8 38 18 48 B8
Ba18FF84 11 41 22 22
B818FFE8 34 12 22 22
B818FFaC

EBP saved]
Return address]
word 2]

[
[
[
[word 1]



ADDRESS

‘00401020
804016825
PB461628
0048102C
‘80401832
Be401033
‘00401038

Pe40103F
‘80401048
‘Be401042
‘80481045
‘80401048
‘804010849

Pe46164C

‘Bo404000
‘BeARARE2

Ba18FF/8
BE13FF74
BB18FF73
Ba18FF7C
Ba13FF38
Ba18FF34
BB13FF&8
BA18FFEC

Machine Code (or Sta Instruction EIP EAX EBP ESP

Main PROC 75023378 ©@18FF94  BO18FFSC
B3 222208000 mov EAX, 22220008h
66 Al BepPepes R mov AX, wordl
5@ push EAX [ 1
66 Al Bepeepp2 R mov A, word?2
£ push EAX
FS 00800007 call AddTwo
exit
55 push EBP |
8B EC mov EBP, ESP
8B 45 8C mov EAX, [EBP+12]
@3 45 088 add EAX, [EBP+8]
5D pop EBP
C2 o83 ret 8
ENDP
1234 wordl
1111 word?2

Stack push (filling) starts from 1 lower the ESP, and stays there
Stack pops from the ESP and moves 1 higher




Summary for Stdcall

MAIN CODE
1. Parameter values passed on the stack
2. Call a procedure (this pushes the return address in EIP to the stack)

PROCEDURE

1. Push EBP and Copy ESP to EBP (EBP becomes the reference for
retrieving the parameter values) — fixed location on the stack while ESP
may vary.

Push Register(s) if necessary

Retrieve Parameter values referenced to EBP

Do the functions

Pop the Register(s) if pushed

Pop EBP

Ret N (First, this pops the return address to EIP. And, second, N, which is
the number of bytes pushed in the MAIN CODE, is added to ESP)

NOoO kWD

MAIN CODE
1. Continue for the next step.





