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The inability to write error-free software 
has been a growing issue since computers 
first came into use and is only becoming 
more of an issue as software complexity 
continues to increase, raising costs, 
development time and amount of effort 
required to maintain them.



Software faults can usually be categorized by one of these 
three causes:
• Misinterpreted requirements

• Incorrect software design or implementation

• Clerical Error

Any of these issues can arise due to the 
miscommunications that are common among the parties 
involved from the request of a software, to its building and 
deployment.





• It is possible to build fault-free software but this goal is 
more easily achieved in low complexity systems e.g. 
systems that have discrete inputs and outputs.

• Software faults are likely to occur in large computer system 
projects, complex applications, applications that operate 
across multiple CPU’s, systems that handle both discrete 
and analog input/output etc.

• Each additional layer of complexity introduces  new 
variables to the system and its operation increasing the 
likelihood of a fault occurring. Hence it is impossible to 
prove the absence of faults if all variables cannot be 
accounted for.





To combat the high occurrence of errors and faults in 
software and the resulting increase in cost, different 
testing methods are used, each with its own advantages 
and disadvantages.

• Black box testing

• Clear box testing
Unit testing
Integration testing
Regression testing



With high complexity software, manual testing is not a feasible 
option, hence computer are used to run simulations to root out 
errors.

• Previously, software was deemed acceptable if simulations 
determined it would produce an errors at the rate of 10^(-2) 
failures per hour i.e. 1 failure every 100 hours or 2.5 weeks.

• Testing beyond this point was not regarded as economical due 
to diminishing returns of testing. Note that the acceptable 
failure rate for most hardware components is 10^(-7).





• The current system a lot of software developers employ to 
discover errors in their programs is through beta-testing. For 
instance, by providing 100 users an early build of their 
software, with each user operating it for 100 hrs, the 
hypothetical testing time can be considered to be 10,000 hrs.

• Even with redundancies, the varied testing environments 
provide a greater possibility of discovering more errors than a 
computer simulation running continuously.

• The general availability of the internet in the last decade has 
also driven software developers to release software that has 
not been extensively tested, as they are able to release and 
distribute patches much easier than before the internet became 
wide spread.



• This has led to many day 1 software failures across many 
industries.

• A lot of software also now come with the ability to reset or roll 
back their versions to more stable backup images in the case 
of severe errors that occur due to updates etc.


