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Computers and Risks

aLecture Resource
`Chapter 2 of Safeware by Nancy Leveson

aContents
`Background
`The role of computers in accidents
`Software Myths
`Why Software Engineering is Difficult
`The Reality We Face
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Background
a Invention of computers
a General Purpose Computers

`Design of functions or desired goals
`Writing down the design : Code
`Code loaded into the computer
` Instructions executed 
`Software + General-Purpose Computer Æ Special-Purpose Machine
`Any change? 

⌧Revise the code
⌧No need of building a physically different machine from scratch
⌧Patches and add-on etc

a Impact of General Purpose Computers + Software
`Manufacturing phase is eliminated from the life cycle
`Design and verification phase only
`No sense of physics
`Explosive increase of uses and applications
`Can this be applied to ALL systems without considering its dangers?

a Study subjects
`Role of computers in accidents
`Some of the myths related to its use
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The Role of Computers in Accidents

aMost control functions are done by computers
aMost design and design support are done by 

computers
aMost safety-critical devices are now controlled 

by computers – replacing traditional hardware 
safety interlocks and protection systems

aSoftware interlock?
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Computer use in Safety-Critical Loop
a Aid to human 

controller by 
reading sensors

a Aid to human 
controller by 
reading sensors 
and interpreting 
sensor data

a Computer issues 
command and 
operator makes 
decisions

a Computer assumes 
the complete 
control with 
operator as adviser
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Dangers in Computer Control
a Software generated data is used to make safety-critical 

decisions
a Software is used in design analysis
a Safety-critical data is stored in computer database

a An F-14 drove off the deck of an aircraft carrier on 
command from its computer-controlled throttle.



Undetected Nuclear Software Error
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Y2K Bug ?



Missile Launch Control Glitch



New Challenges of Widespread use of Computers
a Methods of safe computer control system is lagged

behind the development of such systems
a Safety engineering does not include computers 

(software in particular)
a Software reliability (or safety) is not easy to adopt in to 

the existing reliability program
a Computer engineers (software) are not prepared to cope 

with safety problems
a Communication problems among system engineers,              

software engineers, operators, programmers, etc.
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Software Myths

aIf there are problems, why are computers 
being used so widely?
`Computer provides power, speed, and 

control
`Computer control is light and small
`Economical

aDo these advantages last long?
aAre they only for a short term?
aWhat are the myths in using computers?



Myth 1 - Cost

aMyth
`“The cost of computers is lower than that of 

analog or electromechanical devices”
aReality
`Superficial truth
`The cost of certifying highly reliable H/W and 

S/W, and of maintaining S/W can be 
enormous
⌧Example: On-board Space Shuttle software costs 

NASA $100M a year to maintain
`The lifetime cost of S/W is not cheap



Myth 2 - Revision

a Myth
`“Software is easy to change”

a Reality
`Change is easy
`Change without introducing errors is extremely difficult
`Verification and re-verification is done at extremely high cost

⌧Running on Old Machine
⌧DMSMS (Diminishing Manufacturing                                  Sources 

& Material Shortages)
⌧ADA and FORTRAN

`Revised software contains more errors
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Myth 3 - Reliability

a Myth
` “Computers provide greater reliability than the devices they replace”

a Reality
` Mechanical failure and operator error (Random in nature) vs. software error 

(Design error in nature)
` Software errors in highly safety-critical systems

⌧ 10% deviate from original specification
⌧ Discrepancies found even after extensive checking using sophisticated test platforms
⌧ Truncation, round-off errors

` The lifetime of software errors
⌧Over the entire life system lifetime – even after tens or hundreds of 

thousands of hours of use
⌧Therac-25 worked correctly thousands of times before the first known 

overdose
⌧Numerous errors in NASA space shuttle software

` Redundancy and Diversity for hardware reliability but no proven 
method for software reliability
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Myth 4 – Error Removal

aMyth 4
`“testing software or proving (using formal verification 

techniques) software can remove all the errors”

aReality
`Limitation of software testing
`Exhaustive software testing impossible
`Mathematical verification is still not practical
`Overload problems:  Three Mile Island, Emergency 

Dispatch, Cell Phone Dead during/after the 
Earthquake.

`More of the requirement than                                 
coding problem itself.
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Why Software Engineering is Difficult

aWhy we have so much trouble in software when 
the software is replacing electromechanical 
devices?

aSame engineering approach can be applied?
aUnique engineering problems in constructing 

complex software
`Analog versus discrete state systems
`Curse of flexibility
`Complexity and Invisible Interface
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Analog vs. discrete State Systems

a Computers simulate the behavior of an analog controller
a Translation (conversion) of analog to digital form Æ

inaccuracy and complication are introduced
a Continuous functions Æ Discrete functions
a Continuous analysis Æ Numerical analysis
a Big problem areas: time (Patriot Missile Battery 

example), finite-precision arithmetic, concurrency
a Physical range (limited) vs. software range (unlimited) 
Æ abnormal behaviorÆ difficult to test

a Bizarre way of software failure
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Curse of Flexibility

a Easy change of computer function by each change of software –
flexible, quick and with low cost Æ error introduction, complexity

a Mechanical Construction
`Governed by mechanical limitation
` Laws of dynamics
`Nature imposes discipline of design process
` Control complexity

a Software Construction
`No physical limitation
` Enormously complex design is made
` Premature construction before full understanding

a Success and Partial success
` S/W:

⌧Difficult to build one that works under all conditions
⌧Easy to build one that works 90% of the time

` Aircraft:
⌧Difficult to build a plane that flies 90% of the time 18



Complexity and Invisible Interfaces

aComplex system or design
`Huge number of components

aLarge number of interfaces Æ
uncontrollable complexity Æ human mind 
is unable to comprehend all the conditions 
of the interactions

aDecomposition is very difficult
`Cf. Cars and airplanes --- built by dividing into 

parts and units
`Software, no physical connections, parts, or 

units
`Invisible interfaces
`Discipline and training needed 

a “Normal Accident” – Charles Perrow

Charles
Rectangle



The Reality We Face

aNew scene in failures and errors due to 
computer control with software
aDesign error is hard to find
aPerfect software is never there, never can 

be Æ Impossible goal
aOther solutions and methods must be 

developed to cope with computer 
hardware problems and software 
problems and challenges



Homework 

aBy deadlines
`15 SEP 11
⌧Forgetting How It Used to be Done

`22 SEP 11
⌧Myths of Correctness

`06 OCT 11
⌧Top 10 Worst Software Project Failure
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Homework 2
a Subject

` “Forgetting How It Used to be Done”
a Assignment Details

` Read the chapter carefully
` Summarize and make 5-minute talk description
` Page 1: 1 paragraph executive summary and conclusion (write like a WP 

staff writer, and remember a pair of scissors)
` Pages 2 -3: Description of your talk on the subject  
`No picture, no photo, text only

a Report Writing Method:
` Letter size
`No cover page
` Your name and ID (header)
` Times New Roman 10pt
`MS Word format
` File naming convention: YourLastName2.doc (for softcopy submission)

a Submission Due
`Hardcopy: 15 SEP 2011 (2:10pm)
` Softcopy: 15 SEP 2011 (5:00pm) *No PDF format, please
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Homework 3
a Subject

` “Myths of Correctness”
a Assignment Details

` Read the chapter carefully
` Summarize and make 5-minute talk description
` Page 1: 1 paragraph executive summary and conclusion (write like a WP 

staff writer, and remember a pair of scissors)
` Pages 2 -3: Description of your talk on the subject  
`No picture, no photo, text only

a Report Writing Method:
` Letter size
`No cover page
` Your name and ID (header)
` Times New Roman 10pt
`MS Word format
` File naming convention: YourLastName3.doc (for softcopy submission)

a Submission Due
`Hardcopy: 22 SEP 2011 (2:10pm)
` Softcopy: 22 SEP 2011 (5:00pm) *No PDF format, please
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Homework 4
a Subject

` “Top 10 Worst Software Project Failure”
a Assignment Details

` Page 1: Top 10 list AND 1 paragraph executive summary and 
conclusion (write like a WP staff writer, and remember a pair of 
scissors)

` Pages 2 – 6: Half page summary description of each failure (focused on 
the main reason of the failure: Reference source must be added at 
the end of the description) (*No picture, no photo, text only)

a Report Writing Method:
` Letter size
`No cover page
` Your name and ID (header)
` Times New Roman 10pt
`MS Word format
` File naming convention: YourLastName4.doc (for softcopy submission)

a Submission Due
`Hardcopy: 06 OCT 2011 (2:10pm)
` Softcopy: 06 OCT 2011 (5:00pm) *No PDF format, please




