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Introduction

e Enhanced use of
networked e
(intelligent/smart)
devices

o cyber security
vulnerabilities exploited
by hackers.

« |IT side security
technigue: Not adequate
for the attacks specific to
control system networks.

 Intrinsic weakness of the
communication protocols
used by (legacy) control
networks and devices.




Cyber Vulnerabillity in Industrial Control Systems (ICS)

e Connected Control Systems
— No longer stand-alone: “no air-gap”

— Connected to corporate network
via Internet— open connectivity

— Resulted in increase Iin
« Security vulnerability
» Unauthorized access and intrusion
e Malicious code manipulation

e EXxploitation

— Cyber security threats on ICS are ever increasing
— Legacy systems developed for
pre-Internet era are vulnerable to cyber attacks

o Ukraine (2015) — 15t Successful cyber attack on a power
system 5
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Cyber attacks on ICS

e 2010 — Stuxnet — Nuclear Plant &

e 2011 — Duqu — Malware for ICS
attacks (similar to Stuxnet)

« 2012 - Black Energy — Targets
ICS running GE products

« 2014 — Havex — Remote access
attaCkS |n the energy Sector Industrial Control System Attacks

e 2015 — Attack on Ukraine Power
System

« 2016 — Attack on Ukraine Military
Artillery
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Cyber Vulnerability in ICS

« Bowman Avenue Dam, Rye Brook, NY. 2013

« Used the technique to identify an unprotected computer that
controlled sluice gates and other functions

Thu Mar 10, 2016 3:31pm EST Related: TECH, CYBERSECURITY
U.S. to blame Iran for cyber attack on small NY dam:
CNN

WASHINGTON

SETH WENIG/ASSOCIATED PRESS (LEFT); ALEX WONG/GETTY IMAGES

¥ | el s £ 1 —
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The Bowman Avenuelnnreﬂmok. N, federal officials announced indictments of seven Iranians on hacking charges last weel.

ment, including the Islamic But older systems can have in Manhattan federal court, If
Revolutionary Guard Corps, weaknesses that canreadily be the sluice gate hadn’t been
[ran’s elite military force, pros- found through Google dorking, manually disconnected due to

amitnre caid and than avnlaitad ovnorte maintenomes icenoc NI'I'I' Firnnri




Cyber Vulnerability in ICS

« Google Search Process Hackers use the

method to identify

° “Google Dorking” computer weak spots

around the U.S.

R

One can even retrieve the username and password list

B

«

from Microsoft FrontPage servers by inputting the given 5

)

§
RS 4
microscript in Google search field: WIKIPEDIA

The Free Encyclopedia

T

"§-Frontpage-" inurl:administrators.pwd

or filetype:log inurl password login

““He was just ﬂ'ﬂ]]il]g‘ around, The infiltration of the Bow-

H]]ﬂ Google-dorked his way man Avenue Dam represents

a

“frightening new frontier for
" - TR
to the dﬂIﬂ, One person fa cybercrime,” U.S. Attorney

with _ﬂ:[E mvestigaﬁnn Preet Bharara said at a news

‘ﬁﬂi I‘.‘.L - conference Thursday.

e Point: Any tool can be used to hack

WsJ 3;"23;"201 6

Google

_ ;lve
Tool -

NY. Dan
Hacker

mcmmmm'rmws a

An Iranian charged 'Wlﬂl
hacking the computer system
that controlled a New York dam
used a readily available Google
sem‘chprocessmidmufythe‘

? 'UI.'I.'.IIEI"Rb]-E S}‘Etﬂﬂ, m‘ﬂﬂg
'| people familiar with the federal

investigation. < )
The process, Imnwn -as

"‘Gougle dorking,” isi’t as sim-

| ple- as” an ordinary online
| search. Yet anyone with a com-

puter and Internet access can

.| perform it with a few special
' techmques.Feﬂeral authorities
| say it is increasingly used by
i| hackers to identify computer

vulnerabi]iuu throughuut the

| us.



Computer worm ‘designe
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Ukraine Grid Outage — Dec 23, 2015

Thu Feb 25, 2016 6:52pm EST

Related: WORLD, TECH, CYBERSECURITY

U.S. government concludes cyber attack caused Ukraine
power outage

WASHINGTOMN | BY DUSTIN VOLE

US DHS assessment: Interview with
6 Ukrainian organizations affected by
the blackout

DHS: “the December power outage In
Ukraine affecting 225,000 customers
IS the result of a cyber attack” ->the
first U. S. government recognized
blackout caused by a malicious hack

First known successful cyber
Intrusion to knock a power grid offline

Believed to be staged by a Russian
hacking group known as “Sandworm”

UKRAINE'S GASTRANSMISSION SYSTEM *

73 ) S

e T T R P
ST mea [

e
AVerpm,

“Fropcisd bgunes e sstimates. Map doas nat wn--%:ll-u ) i LRI AR DAL, a7 ()i procEEeG Fa.

| - Location of power system outage

[original graphic: outsidethebeltway.com]




Ukraine Grid Attack

Homepage | Wed Jan 27, 2016 8:53am EST

. : . o Affected by a lesser
i 7 Exclusive: Hackers may have wider :
access to Ukrainian industrial facilities ~ attack in October

s A similar type of
malware has been
dentified as far back as
July by an anti-virus
software company

o Attackers must have
known what software
was installed — by

Sl | emails to workers with

T infected Word or Excel

power outages after pylons camying electricity were blown up, in the settlement of Stroganovka,
Simferopol district of Crimea, in this November 22, 2015 file photo.

e |Lesson: Difficulties
and Uncertainties

11
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U. S. Grid Outage Risk

Home World WUS. Politic Economy Business Tech Markets Opinion Arts Life
= —_—
M Person. al Care Firm & w7 Ch \ ot Can sed by Exploring Alternatives
Seventh Generation Batter:

BUSINESS

U.S. Risks National Blackout From Small-Scale
Attack

Federal Analysis Says Sabotage of Nine Key Substations Is Sufficient for Broad Outage

PHOTOILLUSTRATION BY THE DAILY BEAST

‘TIME IS RUNNING OUT"

U.S. Power Companies Warned ‘Nightmare’ Cyber Weapon

Already Causing Blackouts
Separate Systems

The USS. has three big regional power grids. But technical obstacles mean the grids have The first hack was small, cutting power to part of Kiev. But security experts now
warn that was just the start—the malware is a genuine cyber weapon that threatens
the LS

KEVIM POULSEN 08.12.17 9:00 AMET

limited connections between them, making it hard for them to help each other in emergencies.
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« FERC(U. S. Federal Electric Reliability
I Council): “The U.S. could suffer a
menomen | Pl NS coast-to-coast blackout if saboteurs

345 to 450 ke T\L\
to525 g

€. RNt knocked out just nine of the
country's 55,000 electric-
transmission substations on a
scorching summer day”.

How to protect US (and your) grid against hackers?



Attackers launched
massive web assaults,
fueling fresh worries
about ‘smart’ devices

By Daxw FrizGtaLh

Attackers used anarmy of hi-
jocked security cameras amd
video recorders to launch sev-
eral mosslve internet assaults
last week. prompting fresh con
corn about the vulnerability of
milions of "smart” devices in
homes and busingsses con-
nected to the internet

The pssauls raised eyebrows
among security experts both for
their sie and for the machines
that made them ||1 pen. The at-
tackers usad as many as one mil-

loT Vulnerabilities

Hackers HlJack Video Cameras
WHAT WE ENOW ABOUT

lion Chinese-made security cim-
eras, digital video recorders and
other infected doevices to gener-
ate webpage requests and data
that kmocked their targets offline,
spcurity experts sk, It is unclomr
whether the attockers had acoess
to video [eeds from the devices,

Those affected include French
web hosting provider OVH and
.5, security researcher Brian
Krehs, whose website was dis-
abled temporarily.

“We need to addness this as a
clear and present threat not just
to censorship but to cntical in-
frastructure,” Mr. Krehs sald

Closely held OVH confirmed
the attack, but declined to com
ment firther

We're thinking this is the tip
of the icebe said Dale Direw,
hend of security at Level 3 Came

Botnet Attack
Web cams: password vulnerability etc.

Victims

munications Inc., which runs
one of the world's largest inter-
nel backbones, giving it a win-
dow into many of the attacks
that cross the net.

The profiferation of intermet-
connected devices from televi-
sions to thermostats provide at-
teckers o bigger arsenal of
wiapons to infiloate, Many are
intended to be plugged in ond
forgotten. These devices are “de-
signed to be remote control
over the internet,” said Andy El-
lis, security chiel at network op
erator Akamal Technologies Inc,
somme of whose clients were af-
fected. “They're also never going
to be updated.”

Experts have long warned
that machines without their owm
sereens are less Hkely (o recejve
fixves deslgned to protect them

Researchers hove found fows m
gadpgets mnging from "smart”
lightbulbs to internet-connected
cars. Wi-Fi routers are o grow-
ing source of concerm as many

1 Million

Estimated number of security
cameras and other devices that
were accessad as part of the
plobal breach,

manufacturers put the onus on

consumers to do the updating
Lovel 3 identifled cameras
and video recorders made by
Chinese man furer Dahua
Technology Co. as the sources
of a larpe shure of the recent ot
tacks, but Level 3 said other de-

FRIDAY'S MASSIVE EAST GOAST

INTERNET OUTAGE

Dyn — internet infrastructure company (New Hampshire)
Internet Directory service shut down

13



Your AC and Security Camera may be controlled by someone else

e Susceptible
devices

e Thermostats
and cameras

Home
Hazards

Smart-home security risks
are just beginning to
emerge. Here are some
susceptible devices

-'.ll':'_\;' g
E!J' &
Devices: Connected thermo- i0S and Android
stats, cameras, and Smart TVs and tablets and Windows or
other gadgets game consoles smartphones Mac computers
Risk: Anattacker could Devices with Malware, bad apps and Viruses, malware,

take control to browsers can lead websites that might websites that
send spam or you to malware or phish for your private might phish for
cause denial-of- phishing sites. information. your private
service attacks. infarmation,

source: Bitdefender THE WALL STREET JOURNAL.



Your refrigerator may be controlled by someone else

Smart
appliances

Devices:

Risk:

Connected thermo-
stats, cameras, and
other gadgets

An attacker could
take control to
send spam or
cause denial-of-
service attacks.

Source: Bitdefender

Smart TVs and
game consoles

Devices with
browsers can lead
you to malware or
phishing sites.

Home
Hazards

Smart-home security risks
are just beginning to
emerge, Here are some
susceptible devices:

i0S and Android

tablets and Windows or
smartphones Mac computers

Viruses, malware,
wabsites that

Malware, bad apps; and
websites that might

phish for your private might phish far
information. your private
information.
THE WALL STREET JOURNAL.



Your kid’s toy may be controlled by someone else

Devices: Connected thermo- i0S and Android

stats, cameras, and Smart TVs and tablets and Windows or
other gadgets game consoles smartphones Mac computers
Risk: Anattacker could Devices with Malware, bad apps and Viruses, malware,
take control to browsers can lead websites that might websites that
send spam or you to malware or phish for your private might phish for
cause denial-of- phishing sites. information. your private
service attacks. information.

Source: Bitdefender THE WALL STREET JOURNAL. 16



How hackers gain access

 Hacker’s 6 Steps - According to National Center of

Cybersecurity

1. Gain authorities of system manager through social
engineering and spy emails

2. Remote entry to network through VPN (virtual private
network), VNC (virtual network computing), and others

3. Scan Intranet to know Operating Systems and terminals

4. Copy malware files to one of the network computers to
spread to other computers in the intranet

5. Operate malware and worm software remotely using
Group Policy or System Center Configuration Manager

6. Damage: Deletion of Data, Destroy OS and Software

Configuration, Encrypt Data

17



In addition, Software Faults

... software failure has led to expensive and
embarrassing recalls....”

Volvo Cars Recalled Following
Software Bug Discovery

Honda recalling 2.26M vehicles world-wide
over automatic transmission failure

Volvo Cars of North America, LLC. is reportedly recalling Volvo S80 vehicles with model years

f oy T A fe TS T meypacesy, o Fles coe |l o cofheses e s $e lrobie Lot coanamatbor coopicime

it "... Software bug .. causing transmission to
" fail downshifting..."

COTTTEETTY:

|
In the auto = embedded software could cause engine to stall

to expensiv in some operating condistions.”
Chrysler recalled 24,461 Jeep Commanders, pftar it wae frund rhat '

eml:m—:jd.ded software could cause the engine Toyota -Cites Brake SOftware PI'Db'EITIS in
conditions. New Prlus Reca"

On Monday night. Tovota recalled its flaaship high tech hybrid. the Prius. due to a brake
software prius

e @ brake software problem

n ted

18



Complexity and software-related problems

v.nytimes.com/2015/00/27/business/complex- car-software-becomes-the-weak-spot-under-the-hood.html @ht Nﬂl’ il_]_ﬂl'k @i“lfﬁ

BUSINESS DAY

Complex Car Software Becomes the Weak Spot Under the Hood

M D re C 0 n] I e x By DAVID GELLES, HIROKO TABUCHI and MATTHEW DOLAN SEPT. 26, 2015
Than a Fighter Jet
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ot = (/] 05 oL 3N 50 = g LUNGL 00,
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1520,% B VIR Tt T N 104 16’
%rc:{}’;,ff\! I%Q-E‘—:{J‘,c:/& | S{7e
i A RV L =Y
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Newhigt ¢ One of Most Sophisticated Machines
planet, on the Planet -> reaching biological

it ed levels of complexity
Hadron towaer.

{k 10 million or more lines of code
(vs. 60 million lines -- Facebook
50 million lines -- Hardron Collider

eollision warning svstems and antomatic emergencv braking that keen

Y Benefits Faults, Failures, and

* New Opportunities Mvnlence

19



Software - Curse of Flexibility

Easy change of computer function by easy change of software —
flexible, quick and with low cost - error introduction, complexity

Mechanical Construction

Software Construction

-Governed by mechanical limit _No physical limitation

-Laws of dynamics

-Enormously complex design
-Nature imposes discipline

-Premature construction before
-Control Complexity full understanding

Success and Partial success
— S/W:

 Difficult to build one that works under all conditions
» Possible to build one that works 90% of the time
— Aircraft:

» Almost impossible to build a plane that flies 90% of the time

20



Hidden Bugs in Trusted Software

OpenSSL Project: (Secure Sockets Layer) + (Transport Layer Security)

Date Newsflash .. .
Heartbleed Bug: What is it, Who is

06-Aug-2014: Security Advisory: nine securit . .

06-Aug-2014: OpensSL 10,11 mow avaiian 1ANAIINE OUT SECUTitY

06-Aug-2014: OpenSSL 1.0.0n 1s now availab ’ leed Bug | <ed : £ all th :
; STt eartbleed Bug has raised eyebrows oT all the users across the
06-Aug-2014: OpenSSL 0.9.8zb 1s now availa 8 y

fixes globe and security advocates and surprisingly, only a few people
22-Jul-2014: Beta2 of OpenSSL 1.0.2 isnow  are handling our internet security.

&+ Share | 2 m&l o Tweet 23 ﬁﬁharﬂ g uredmuh-is!

~ S

New 'Heartbleed’ bug poses major threat to user
data

E:35am EDT

BOSTOM n:Reutnrsjl A r'e.r.hr dlﬁmvernc bug i wi ::Ie-l:. IJSE'G .m':-b E-nc'yp icn
tr i s e s P,

:Web encryption technulugy

The finding of the so-called "Heartbleed" vulnerability, by ressarchers with Google
Inz and a small security firm Codenamicon, prompted the U.S. government's
Department of Homeland Security fo advise businesses on Tuesday {o review
their sarvers to see if they were using vulnerable versions a type of softwars

DHS advised business to review servers to see if
they were using vulnerable vesions to theft by hackers -~

"We have tested some of cur own services from attacker's perspective. We attacked ourselves from outside, without leaving a trace,” [ Deidre Richardson | On 19 Apr 2014
Codenomizon said on a website it built to provide information about the threat, heartbleed.com. e o -

21



How errors were inserted

Heartbleed: Is it a simple Programming Error?

What is Heartbleed? Heartbleed is a bug discovered by Codenomicon employees Riku, Antti, and
Matti, aswell as Gongle emnlovee Mesl Mehta this week Hearthleed iz escentially 3 nrogramming

=rror t INtroduced into OpenSSL Software library by Robin Seggelmann
softwa durding his work on OpenSSL bug fixes and adding new features.
was likely introduced while he was working on Open55SL bug fixes around twot years ago. “T was
working on improving OpenS5L ant Missed validating a variable eatures. In

3 Af 3 - . o
one of the new fPTatures, Uﬂfﬂrlt..ll'lcl containing a length. ngth.” The
error was also missed by a reviewer responsible Tor acuble-cnecking the code, “so the error made

its way from the development branch into the released version,” Seggelmann said.

It's interesting to think about how a line of iIThe error was missed by a theft for
millions, but it's true. Sometimes the small€ payi ewer responsible for

Seggelmann denies that he introduced the dnuble-checking the code mony is
credible \Whw would he introduce 3 massive oo s o :

e i e gt e 1
“It's interesting to ametime?

think about how a ocused on user da. The error was made its way
line of code could - 4a fromany clie from the development branch
open a world of nd normal users, c Anto the released version

crime and identity rcandoas much damage as a hacker it the Heartbleed bug is left

theft for millions, 1esupthe Heartbleed vulnerability at a given site, one can still

but it's true." rulnerability and still be subject to a data encryption attack. 29



Software Failure and Quantification

e Can software failure be quantified?
o Fault Density

— “Software fault density”: the number of faults per unit of program
size: # of faults per lines of code

— Empirical study with previous software projects

[Misra] Misra, P.N., 1983, “Software Reliability Analysis,” IBM Systems Journal,
Vol. 22, No. 3, pp. 262-270.

 Finding 2.2 faults per 1000 lines of code

 Implication:
— A practical reality is that operational software developed using

contemporary practices tends to exhibit a fault density of 2.2x10-3
faults per line

» A software program must somehow be inherently faulted !l ????

23



Protective Relay S/W Vulnerability

CYBEER RISK | Wed Apr 26, 2017 | 12:29pm EDT

GE fixing bug in software after

e A bug in software used to

control the flow of electricity
In a utility’s power system:
|dentified in a Black Hat
Conference

Remote control of GE
protection relays — “old GE
relays introduced in the
1990s”

Patches for 5 of 6 models
affected by the vulnerabillities

warning about power grid hacks

FILE PHOTO: The logo of a General Electric (GE) facility is seen behind tree branches in Me
U.5., April 20, 2017. REUTERS/Brian Snyder/File Photo



Present Approaches for ICS Hardening
e Basis - Cyber Security for IT systems

e Strategies and tools for
— Anomaly detection
— Intrusion detection
— Network access behavior analysis
— Mitigation Strategy

 Problems
— May block some known attacks and attack vectors
— Post-mortem approach after damages have been done
— No attack-proof

— EXxploitable vulnerabilities in ICS are real and, not
addressed timely, cause serious impacts to public

safety and critical infrastructure
25



Existing Control System [simple model]

Corporate Network

INTERNET

. T

Network Server

Computer
Controller HW I lsw

SENSOR (;

e Sensors
e Actuators

e Enterprise
network

ACTUATOR

7 FIELD or PROCESS  /

26



Existing Control System [simple model]

Corporate Network

INTERNET

. T

Network Server

Computer

Controller HW I lsw

SENSOR C; ACTUATOR

/  FIELD or PROCESS ¢

 Hacker may
access to the
controller and
manipulate the
S/W

27



Toward Cyber-Resilient ICS

e Cyber Insensitive
— Operation Basis

 Hardware Redundancy
— Supplementary control part (for “Safe-Mode”)

— Unidirectional Communication for Situation
alert

* Working under Compromised Situation
— Fail-Safe or Fail-Operate
— Resilience

e “Broken Part” Assumption

28



System Regulator Under the “Broken System” Assumption

» Old Tollet Age
i Rl » Flooded floor every morning

» After moping, a toilet appears
trouble-free during the day

» Flooded floor again the next

morning
- -

Weinberg & Weinberg (1979)




System Regulator Under the “Broken System” Assumption

e Busy Time — Flushes before water level goes above
* Night Hours — the effect of Valve Fallure is realized

30



Regulator Under the “Broken System” Assumption

I . How to design a toilet under the

On the Design of Stable

assumption that the gasket on the valve will
eventually wear out?

Weinberg & Weinberg (1979)

Overflow
Pipe

31



Architecture of Diversified Redundant Control System

Corporate Network

INTERNET

Network Server

Unidirectional
Communication

Secondary .
I Controller Supervisor
H/W
H/W | |S/W HIW | tgped
Primary
Controller Senset y Control
Actuation Command
SENSOR
ACTUATOR

/ FIELD or PROCESS

Network connected
Primary Controller

Isolated Secondary
Controller — full
duplication or a part for
“safe mode”

Supervisor for

Operation-Basis

Supervision

Unidirectional Reporting

Cyber-Robust for

— Common Virus

— Man-in-the-middle
attack

— Stuxnet-like Worm

32



Validation in Lab Experimentation

* Network Server: Internet Connected Laptop with IP 10.232.100.114
e Supervisor holds an operational data(base) in it
« Simple code: Read the DIP position and Send out corresponding LED on/off

Engineer/ —~ Internet >—)| i
Manager -1 ; Twitter

Network Server

L

LED

Supervisor
(Arduino)

Primary Secondar
(Arduino) (FPGA) |
_______ T T
,,,,, l
LED DIP
SENSOR

j

ACTUATOR -



Validation in Lab Experimentation — Attack/Response Scenario

* (1) Engineer/Manager Credentials Stolen

* (2) Remote Access to the Network Server

* (3) Access to the Primary Controller >Malicious Code Change
e (4) Supervisor Notices Operation Change

» (5) Transfer Control to the Secondary Controller

@ Engineer/ > Internet Twitter
Manager - .
2
Network Server

I3 =

Primary Secondary & Supervisor
(Arduino) (FPGA) (Arduino)
LED DIP LED

PERRL ACTUATOR 34



Validation in Lab Experimentation

ol 'ﬂ'T"IwU‘
(Arduino + Ethernet Shie

Sensor
{DIP Swutch}

| Controller &
| (Arduino) W&

Actuator #%
(LED)

35



Validation

In Lab Experimentation

Troubleshoot compatibility
Open file location

Run as administrator

Scan with Microsoft Security Essentials.

Sugarsync
PowerlSO

Add to archive...
Add 1o “openvpn-gui-
Compress and email.
Compress to "openvpl

e Attack

— Made through Virtual Private
Network (VPN)

Change Pass

Restore previous versidg

Proxy Setting

Send to

About
Exit

Cut
Copy

Create shorbout
Delete
Rename

Properties

Disconnect

Pin to Taskbar Current State: Connecting
P = on dpe 22 121722 2013 TLS: Inilial packed from 133238 135.1:443, sidsdde3362c Sefch34 a
in to start Menu \ Mon Age 22 12.17:22 201 3VERIFY OK: depthe1, /C=US/ST =CA/L=S anFrancisco/=0perV/PH/CH=clde /emalddessemal@host dosnan l
iew Log Mon &gs 22 121722 201 3VERIFY OF. neCentType=SERVER
5 . Mon dpe 22 1217-22 2013VERIFY DE: depth=0, /C=5/5 T =CAM=0pert PN/ CH=clde/emaiédddress=mali@host domain
Add to new encrypted Edit Config Mon Ape 22 12:17:22 2013 Dsta Channed Encaypt: Cophes 'BF-CBC” initialized with 128 bit key
Add 1o existing encryp Mon Ape 22 1217-22 2013 Data Channel Enciypl: Using 160 bet message hash "SHA1' for HMAL authenticabon

Mor Ape 22 1217:22 2013 Diata Channed Decippt: Ciphes 'BF-CEC indialzed with 129 bit key

Mo Ape 22 1217:22 2013 Diata Channed Deciypt: Using 180 bit message hash "SHAT' for HMAL suthentication

Mon Ape 22 1217-22 2013 Control Channet TLSv1, cipher TLS1/550v3 DHE-RSAAES256.5HA, 1024 b RSA

Mon Ape 22 12:17:22 2013 [cldc] Peer Conmeclion |niliated with 138238 135.1:443

Mon Age 22 1217:24 2013 SENT CONTROL [clde] PUSH_REQUEST' [status=1]

Ion Aps 22 12:17-25 2013 PUSH: Recenved control meszage: PUSH_REPLY joute 172 16 0.0 255 255,255 0.dhcp-ophion DNS 172 16.0.5.dhcp-
on Ape 22 12:17:25 2013 Oplions: enor. Unrecogrized oplion of irikhng parameted(s] in [PUSH-OPTIONSET: route [2.2.2]

ton Ape 22 12:17:25 2013 OPT|ONS IMPORT: bmess and/or bmeauts modhed
Mor fpe 22 1217:25 2013 OPTIONS IMPORT: «ifconfigfup option: modifed
Mo Ape 22 12:17:25 2013 OPTIONS IMPORT: reude options modilied
Mon Ape 22 1217-25 2013 0PTIONS IMPORT: ~ipwan32 and/or --dhcp-ophon oplicn: modfed
Mor Ape 22 1217:26 2013 R0UTE dedaul_gatewap=10.232 1001
Mon Ape 22 12-17-25 2013 TAPAWINI2 device [Local Area Co
on Ape 22 12-17-26 2013 TAPWINE2 Dieves Version 9.9
Mon Ape 22 12:17:26 2013 TAPWIN32 MTU=1500

Mo Age 22 12:17.25 2013 Motified TAPYWIR 32 divver 1o st 5 D
|H0n£\_tt 22 12:17:25 2013 Successhd ARP Fhush on intertace [1

@ raviis now connected. ™ *
Assigned IP: 192.168.200.14

Reconnect




Validation in Lab Experimentation

= m H N5 A
X-CTU dlgl\“\taﬂwﬂl\ﬂu Wai Google TaxReturn '\pr_‘n”PP‘ u . ttaC k

Chrome

— Hacker connects, using
Remote Desktop Tool of
the Microsoft Windows, to
the remote Network Server

:
RemoteDes ctop Connection

& Remote Desktop
»* Connection

Computer. 0.232.100.114

Username: CNE
Youwill be asked for credentials when you conn -

-erlﬁn curd)
st
> | Show Options

Enter your credentials
Thase credentials will be used to connect to 10232100014

\ l _ il cnE
A - ﬂ] wnnan
| |I Use another account

Resnemiber iy crecentialt

P The identity of the remote computer cannot be verified. Do you
want to connect anyway?

The remote computer could not be authenticated due to problems with its security
certificate. t may be unsafe to proceed.

Certificate name

a Name inthe cerificate from the remote computer.
NRCProject-PC

Certificate errors

The following errors were encountered while validating the remote
computer's certificate:

I The cerfficate is not from a trusted certifying authority

Certificate of Network Server -
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Validation in Lab Experimentation

 Server Log On
« Desktop of Network Server

niemmiEm=e

nm'm® ' m'nm

= T A




Validation in Lab Experimentation

« Code Change
« Upload the Revised Code
 Runto code

s
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Validation in Lab Experimentation — New Architecture

Supervisor’s Action: (1) Operation-Action mismatch recognized
(2) Control Transfer to Secondary Controller
(3) Twitter Message -- Simulation of
Unidirectional Alert

oD ROoA
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Supervisor reports the situation to the
enterprise system via a unidirectional
network (Tweeting to the Twitter Account in
this lab experiment)

Tweets

ArduinoHU @ArdunioHuU
Realyl down

Expand

ArduinoHU @ArdunioHuU
Rishi

Expand

ArduinoHU @ArdunioHuU
Ravi

Expand

1m

17 Apr

10 Apr

FOuERGML
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Validation in Cybersecurity Testbed

R, DETERIab (Cyber DEfense
D) The DETER Project Technology Experimental

Research Laboratory)

400 computer nodes
@ baEeEiEr!. (!nquléb 10 network interfaces/node
| O e >200 active projects

e 6 power grid projects
« 2 Control Systems
=7 « USC, UC Berkeley, and DHS/NSF

e { Pz }

8 B 8 T | (111 T

I.E;_'h
y
N
1
L
!
i




Experimentation in DeterLab

Inherent Problem: Isolated control devices such as
secondary controllers and supervisors are not
represented in DeterLab model

Approach

Develop a Network Model inside DETER

Physical System of the Diversified Redundant ICS at Howard
University

Develop an interface between DETER and the real physical
System: Primary Controller - a Node in DETER

In DETER, access/hack the designated Node (which actually
controls the primary controller)

Test/Observe how the supervisor detects abnormal activity and
transfer the control to the secondary controller



Physical System — DETER

* Physical components in the Diversified Redundant ICS are each
represented by a DETER node

e A DETER node needs: OS (Linux), Network Connection

Primar =
_ y Server
| 1 10Hb —
3E 11::’};"‘;3:!_5 | tsmodel(pe)
nodeA(pe) T s
10, 1e1s3 ﬁ'ﬁlelﬁﬁzﬁfl' @ Engineer
10.1. 1.2
5 laml'lb
Engineer/ —a Internet >e| DETER
Manager -R. _
deCipe)
Network Server BT

.

Primary Secondary ‘ Supervisor
RPi RPi Galileo
LED DIP

Actuator



DeterLab Process: Experiment Creation

“karwil' Logged in

Experiment Creation GUI

Note: See the Help menu for quickstart and tips

File Edit Window Help

[INEUERS S5 Switch

Q Ems

7

v

IS, —o— (0w —o—EEH
T

/\
/N

v

O Pt

b
\ 4
Py
s on)
T
-

"SFW1

—-UFDATE

P-UFPDATE

P-UPDATE

P-UFDATE

WINXP-UPDATE

# Generated by NetlabCli
O RELAY1

set ns [new Simulator]

source th compat.tcl

# Nodes

get DB [®ns node]

th-set-node-o3 $DE WINXE

set EMS [$ns node]

tbh-set-node-os $EMS WINX

get FW1l [$n=s node]

th-set-node-o3 SFW1l WINXP-UPDATE

zet FWZ [$n=s node]

th-set-node-o0s $FWZ WINX

get REL [$ns node]

tbh-set-node—os SREL WIHNHX

set SUP [$ns node]

tbh-set-node-os $5UFP

# Lans

set CHN [%ns make-lan

set Internet [$ns make-lan

set SN [Sns make-lan

# NetlabClien

inizshed at: 4/5/14 2Z:

generated

Sat Apr 05 10:51am PDT [

6 Nodes Select by Mame -
Properties
Node Properties -
Name: FW2
- Software

Intruderd{pc)

Wodné-®

100HE

EMS(pe) 10 0Hb

10,1.1.2
Internet

100HE

Engineer(pc)
10.1.1.3

Router(pc)

1“'1!2!3
i0.1.1.4

Network
Simulation
(NS) Syntax

100Hb

Relay(pc)
10.1.2.2
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Interface Development

* Representation of a physical primary controller by a DETER node

« EFFECT: Hacking the DETER node (nodeA) inside the DeterLab is the
same as hacking the physical primary controller

r]
i m.I L pocelCpe)
: ThbEE e 1heled.d

’ nodeB(pe) =

I-(l-lrz-!“ F
10s1s la2 ”

i C2)
g Engineer

e (pc )
1e.1.2.3

b

Engineer/ ~ . Internet
Manager - T

Network Server

@ LED DIP

Actuator
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Interface Development

 Representation of a physical primary controller by nodeA

« SSH tunneling
— We need to go through the portal.
— Create a tunnel between
Primary Controller & nodeA.
— The tunnel will stay open
as long as each machine is
connected to each other.
— Certain files updated automatically
— The update will run every minute.
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Testing the ICS — Hacked Flow Rate

. | |
Actuator I:FY;

Ethernet Cable i}‘ \

-Rpi f ’

o \ Relay(S) M -Galileo

/ i d .

—— r

i Relay (1)

Primary _ i3 Actuator
. Controller . I 2
| . : s

D

= f
|

Secondary /

Relay(2 Controller J

-Rpi




Diversified Redundant ICS - SUMIMalry

Engineer/ F
Manager -®.

:

EMSE \.i

_ Hackers
Internet _
o 5 — & ICS
| \lv - Unidirectional
Communication Communication
Server _ |
" Actuation Command R
| Actuation ID SUpEWISOf
Primary| Secondary Command ]
Controller Controller Actuation
T T Command

J

:

Control Plant

Primary Controller
— Connected
— Full functionality

Redundant

Controller

— |solated

— Basic (safe-mode)
functionality only

Supervisor

— Operation-based
control transfer

— Unidirectional
connection -
Notification sent to
EMS

Operation-Based
Mitigation
— maintains normal
operation under

compromised
situation
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Improvement to Diversified Redundant ICS

Architecture by adding

The Diversified Redundant Architecture has
vulnerabilities

* Only mitigates against operational anomalies
o Cannot confirm if a hacker is present
(namely, pinging or reconnaissance)

Improvement needed.:

 Situational Awareness to detect and confirm the
presence of hacking attempts

Approach: Control Data Bus (Modbus) monitoring and
Intrusion detection

« Detection of hacker presence on the control network
e Detection of known and unknown cyber attacks
55



Modbus Data Traffic - Example

M Wireshark - 10 Graphs - wireshark_pcapng_3B3EDI3A-0076-4688-087A-5F2E4DE1 3088 2015101212618 a17602 - G ~

Wireshark I0 Graphs: wireshark_pcapng_3B8ED93A-0976-468B-987A-5F2E40E139B8
- 20161012112618_a17692

y Y _ I‘ If ‘ I
|

Control | ‘

Bus
1 ‘ ALL TCP “
. |

Monstonng
|‘ / Il

e, [ |
trollei_ COM!‘O”BL SU PERVISOR ||| ’|||\|'(i""ﬁ'ﬁlfﬂbﬂ' |y| || "'%”""W
- M W\

“Communicatig
~_Network _

— ’

. ~ J/
- .
Modbud/TCP
1 1 1 1 1
13:20:00 13:30:00 13:40:00 - 13:50:00 14:00:00
12.10.16 12,10.16 12,10.16 12,10.16 12,10.16
Time (s)
mid | Bit Technologies, LLC e —
MName Display filter Colo Style Y Axis ¥ Field Smoothing
All packets . Line Packets/s Mone
ShartTrap TCP errors tep.analysis.flags . Bar Packets/s None
All packets maodbus . Line Packets/s None
Interval 10sec ¥ Time of day [ Log scale Reset
+| = b Mouse (@) drags () zooms Copy Cose Help
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Intrusion Detection

* An Intrusion Detection System (IDS):

— a device or software that monitors a network or
system for malicious activity.

— used as both a reactive and proactive method
to verify if a network has been compromised.

Intrusion Detection can be done in two types:
— Signature-based
— Anomaly-based




Implementation of Snort

Training data from auditing
normal network traffic

Install Snort — Location based on IDS
strategy — “Supervisor” (our case)

Create Snort directories
Create Snort user and grant privileges

Configure Snort

— Design and configure IDS signature rules

— Design and configure IDS anomaly rules

— Setup and configure Snort Database

— Configure and execute Snort as Daemon
Scan Snort log and generate email using
Python

Supervisor (now RPi) €for Snort
Installation

Known attack
signatures

Network traffic

+ -
Detected known attacks Anomaly Rue
Il _ Dambase
Signature Anomaly
Matching Engine Detection Engine

T
Newskmatrefm | S1gNAtUTE
AttackSignature | detected anoma fies Generation

Database

Signature-hased 1DS

Anomaly-based IDS

—

59
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or
unknown
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Designing and Writing Snort Rules
« Example:

alert tcp $EXTERNAL_NET any -> $MODBUS_NET 502\
(content:!"|02]|";offset:7;depth:1; flow:established,
to_server;\ msg:"MODBUS Function Not Allowed!!!”,
sid:1000001;rev:0;priority:5)

The above rule allows discrete input operations only on a
network for monitoring only functions

The byte in the 8th position (offset 7) contains the Modbus
function code.

The rule will check the function code of Modbus TCP traffic
going from the client network to server network for function
code 2 which is “Read Discrete Input”.

If the function code of the traffic is examined and is found
to be other than 2, then an alert message will be
generated.
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ICS with Diversified Redundancy and

Hacker M.

Network Switch I

MODBUS/TCP

Snort

Isolated

Monitoring

Primary
Controller

0 SceconleW Supervisor
ontroller running Snort
A S S S

3

Ap

Intemet i .
Emergency Management

'\ System (EMS)

Unidirectional
Communication

\

Opr
Data

PLANT

[

Operation-based resiliency
through safe-mode redundant
and supervisor

Added feature of Intrusion
Detection in the supervisor

Redundancy maintains the
normal operation from
external or insider attacks or
sabotages

Snort Rules Detects
Abnormal Traffic in the
Modbus

Snort run in stealth mode and
undetected by a potential
attacker

Alert message sent to the
EMS
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Experimental Testing Setup

B Supervisor RPIZ

Nebamnri Switch

Control Englneer's
Computer

5 S E= ¥ ga 5

Dl




Experimental Validation — without IDS

Blue Light ON
(Indication of an
Event)

Control
Transferred to
Redundant
Controller

Normal
Operation
maintained

JEBUG: pymodbius , transaction:0x0 0x0 Ox0 0x0 Ox0 Ox6 Ox0 Ox1 Ox0 0x0 Oxd Oxl
JEBUG: pymodbus , factery:Factory Request|1]

JEBUG: pymodbius . datastore. context:validate[1] 1:1

JEBUG: pymodbus, datastore. context:getValues|1] 1:1

EBUG: pymodbis , server, async i send: 00000000000400010101

EBUG: pymodbus , server, async:{lient Disconnected: [Failure Instance: Traceb
ck (fallure with no frames): <class 'twisted. lnternet.error, ConnectionDon
‘»: Connection was clased rlpanlv.

| § 4 A #
& 191600 - Rempts Dsaltep Cpsnaction

"-'-:'ra ',.J Sk '-’ I ;i @raspbeyp: ~

s

U

- . 000

FA® Take
rie H ws

Uit Identifier : O

Fnction Code : § _ . . .

el Code 5 — Write single coil
FEGI STER VILLES S L

o 0% | 1 ( makes a change )

Regaster 402 : 17 ! !

CLOSING SOCKET

% sudo python ModbusTCPMaster . py

PLEASE BNTER MODBLS CPTIOMS
Rt :jrnhﬁ-r (i]
Function Code @ 5
sStart ""i'l'“lf 10
amhar ot Fh;'.i't”r. 1

MIOBLE PAOET HEADER
Transaction [dentifier : @
Protocol Identifier : O

Length : 4
Eis Tdasbsdigs o)
il =
{ HOWARD n
UNIVERSITY

il
Hii = ==

m daym St e Dot

- [ H Communications Office of the Frovost HlLTech lifative
- b (1440

Threshold Change Detected — Hacker presence assumed — Notification Email sgpt



Experimental Validation — without IDS

Blue Light
OFF
(Indication of
No-Event

Control
Remained
In the
Primary
Controller

Normal
Operation
maintained

Reconnaissance Only - No Threshold Change — Hacker presence unknown

Set gid to 111

Set uid to 108

Checking PID path...

PID path stat checked out
Writing PID "3137" to file

--== Initializatio

192.168.0.2 - Remote Desktop Connection

| Menu| (ﬁ = W% @ ;!_[pi@raspberryp;:~] \_.p

thing-server
code

2

Trash

T na

i -*> Sport! <*-

= PI@rEspherypr~

EE[H

Version 2.9.9.0

FSfe=

Copyright (C) 1
Using Llibpcap v
Using PCRE vers
Using ZLIB vers

Rules Engine: SF_SNORT_DETECTION_ENGINE Version 3.0 <Build 1>
Preprocessor Object: SF GTP Version 1.1 <Build 1>
Preprocessor Object: SF_MODBUS Version 1.1 <Build 1>
Preprocessor Object: SF_SHTP Version 1,1 <Build 9>
Preprocessor Object: SF POP Version 1.0 <Build 1>
Preprocessor Object: SF_SSLPP Version 1,1 <Build 4>
Preprocessor Object: SF INAP Version 1,0 <Build 1>
Preprocessor Object: SF DNS Version 1.1 <Build 4>
Preprocessor Object: SF_SIP Version 1.1 <Build 1>
Preprocessor Object: SF_SDF Version 1.1 <Build 1>
Preprocessor Object: SF_DCERPC2 Version 1,0 <Build 3>
Preprocessor Object: SF_FTPTELNET Version 1,2 <Build 13>

File Edit Tabs Help
~ § sudo python ModbusTCPMaster.py

PLEASE ENTER MODBUS OPTIONS
Unit Identifier : O
Function Code : 32
Start Register : 0
Number o? Registers : 3

MODSIS PACKET HEADER
Transaction Identifier : @
Protocol Identifier : O
Length : 9
Unit Identifier : 0O
Function Code

syte cont - Code 3 — Read Holding Registers

REGISTER VALUE
Register #00
Register #01 : 1/
Register #02 : 17

CLOSING SOCKET

.5' I

Preprocessor Object: SF:REPUTITIGN Version 1.1 <Build 1>

(doing reconnaissance)

Preprocessor Object: SF_SSH Version 1.1 <Build 3>
Preprocessor Object: SF DNP3 Version 1.1 <Build 1>
Commencing packet processing (pid=3137)

—

26 ds18b20 0
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Experimental Validation —

Blue Light ON
(Indication of
an Event

Control
Transferred
to
Redundant
Controller

Normal
Operation
maintained

Threshold Change Detected — Snort verifies presence of Hacker and Notification

&5 19218803 - Remote Desitop Connection

ntact#tean
Jights reserv

" K
1/ D £ W % O Wogosoe Moo

)

nicrasoherryn
3 Ll sl 1

File

CLOS

unl
Fufi
5ta

Pro
Len
Unl
Fun
Byt

REGT
Rieg

ommencing packet processing (pld=3150)
3/07-08:19:19.490799

P} 192.168.0.2:34409 -> 192.168.0.3:502

3/01-08:21:07,498023 [**] [1:123333:1] SCADA IDS: Modbus TCP
ority: 2] {TCP} 192.168.0.2:34410 -> 192,168.0.3:502
3/07-08:21:42.463223 (*=] [1:123333:1) SCADA I0S: Modbus TCP
arityr 21 {TCP} 192.168,0.2:34411 -> 192,168.0,3:502
3/07-08:23:16.341142 [**] [L:123333:1) SCADA IDS: Modbus TCP
ority: 2] {TCP} 192.168.0.2:34412 -> 192.168.0.3:502
3/07-08:24:34.062772 [**] [1:123333:1] SCADA IDS: Modbus TCP
31 ITEPL 142 1AR.0.9: 14417 -> 107 1AR. 0, 1:500

arite:

[**] [1:123333:1] SCADK IDS: Modbus TCP - Mot allowed fucn
ion attempted [**] [Classification: Attempted Information Leak] [Priority: 2] {T

Not allowed fucntion
Mot allowed fucntion
Mot allowed fucntion

Mot allowed fucntion

Register #00 : 1

ING SOCKET

$ sudo python ModbusTCPMaster.py

PLEASE ENTER MODBLS (RTIONS

t Identifier : O
ction Code : §
rt Register : 0

Number of Registers * )

MODBUS PACKET HEADER
Transaction Identifi

tocol Identifier
gth : 4

t Identifier : 0
ction Code : 5

e Count : 1

STER VALLES
istar #00 : 1

CLOSING SOCKET

:A

Tabs Help

Code 5 — Write single coil

( makes a change |

HOWARD
UNIVERSITY

Mail +

COMPOSE

Email sent

Inbox (1,044)

G More »

Snort Alert Detected!! - [ntrusion Detection Sus

dayne

HU Communications Office of the Provost: HU-Tech Initiative
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Blue Light
ON
(Indication
of an Event

Control
Transferred
to
Redundant
Controller

Normal
Operation
maintained

Eriental Validation —

&5 192.168.0.2 - Remote Desktop Connection - 0 X

CLOSING SOCKET
- § sudo python ModbusTCPMaster.py

PLEASE ENTER MCDBUS OPTIONS
Unit Identifier : O
Function Code : 3
Start Register : 0
Mmber of Registers : 3

MODBUS PACKET HEADER X
Transaction Tdentifior + 0

Protocol Id

wngth : o Code 3 — Read Holding Registers
Unit Idenu ——
Function Co

Byte Count

;dOﬂlFLECOHH1ﬁ“1HCtI

REGISTER VALUES
Register #00 : 17
Register #01 : 17
Register #02 : 17

HOWARD
UNIVERSITY

CLOSING SOCK

Preprocessor Ob]ect SF _DNS Ferslun 1.1 <Bu11d 4>
Preprocessor Object: SFASIP Version 1.1 <Build 1> §
Preprocessor Object: SF_SDF Version 1.1 <Build 1>
Preprocessor Object: SF_DCERPC2 Version 1.0 <Build 3>
Preprocessor Object: SF_FTPTELNET Version 1.2 <Build 13>
Preprocessor Object: SF REPUTATION Version 1.1 <Build 1>
Preprocessor Object: SF_SSH Version 1.1 <Build 3>
Preprocessor Object: SF DNP3 Version 1.1 <Build 1>
(pid=3293)

3/07-08:53:14,308916 [**] [1:123333:1] SCADA IDS: Modbus TCP - Read Multiple Registers [**]
iority: 2] {TCP} 192,168.0.2:34426 -> 192,168,0,3:502
03/07-08:53:41,137486 [**] [1:123333:1] SCADA IDS: Modbus TCP - Read Multiple Registers [**] [Classification: Attempted Information Leak] [P

Mail » v ¢ Hore

COMPOSE

Inbox (1,884)

Sriort Alert Detcted!! - Intrusion Detection Suspected do secury checks

dayne

HU Communications Office of the Provost: HU-Tech Initiative

ommencing packet processing

[Classification: Attempted Information Leak] [P

JC!

Hority: 2] {TCP} 192.168.0.2:34427 -> 192.168.0,3:502

No Threshold Change, Reconnaissance Only - Detected — Snort verifies

presence of Hacker and Notification Email sent 67



Conclusions

ICS networking invites a new challenge of securing the control network
against cyber vulnerabilities.

Challenges of detecting ALL and NEW and Unknown viruses, worms,
and Trojan horses

Inherent Software Faults open door to errors, malicious viruses, and
exploiters/hackers

Cyber-Resilient Diversified Redundant ICS Architecture (Primary
(connected), Redundant (isolated and “safe-mode”), and Supervisor
(unidirectional): Strength and Weakness

Intrusion Detection added with Snort: Diversified Redundant
Architecture with Intrusion Detection (“DRAID”) for resilient ICS

Snort rules and python scripts integrated into the supervisor for Modbus
Traffic Signature and Anomaly based Intrusion Detection

Experimental Validation of the DRAID for hacker presence detection
and control transfer to redundant controller

DRAID can provide a resilient and secure ICS.

68



Related Works

Dayne Robinson and Charles Kim, "A Cyber-Defensive Industrial Control System with
Redundancy and Intrusion Detection,” 2017 North American Power Symposium, Sept 17-19,
2017, Morgantown WV.

Charles Kim and Dayne Robinson, "
," 2017 IEEE SysCon, April 24-27, 2017.

Charles Kim, "Cyber-Defensive Architecture for Networked Industrial Control Systems,"
International Journal of Engineering and Computer Science, Vol. 2, No. 1, pp. 1 -9, Jan.
2017. doi:10.24032/1JEACS/0201/01.https://doi.org/10.24032/ijeacs/0201/01

Charles Kim, "
," World Congress on Industrial Control System Security (WCISCSS
2016), December 12 - 14, 2016. London, UK.

Charles Kim and Ravindranath Jaglal, "A cyber-robust connected-control system: Experimental
validation," Proc. of the 29th International Conference on Computer Application in Industry and
Engineering, pp. 133 - 138, Denver, CO. September 26-28, 2016.

Charles Kim, Karen Green, and Andre Duarte Palhares, "Cybersecurity testbed experimentation
of a resilient control system for power substations,” Proc. of the 29th International Conference on
Computer Application in Industry and Engineering, pp. 139 - 144, Denver, CO. September 26-28,
2016.

Charles Kim, " ", IEEE Transportation Electrification
Community :
Charles Kim, " ," Invited Talk in an IEEE

for Exploring Cybersecurity Challenges in Electrified Transportation. Feb 24
& 25, 2016. Washington DC.





