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SYSTEM AND METHOD OF DETECTING
AND LOCATING INTERMITTENT
ELECTRICAL FAULTS IN ELECTRICAL
SYSTEMS

to reach and/or observe thereby severely limiting the effec
tiveness of these approaches. These previous approaches also
proved unable to detect the fault in many cases since the
duration of the fault was often short and the system would

behave normally as if nothing happened after this short-lived
CROSS REFERENCES TO RELATED
APPLICATIONS

intermittent fault event. Therefore, it was relatively easy for
the ob server to miss the occurrence of the fault. Additionally,

these approaches often relied upon intrusive placement of any
equipment used frequently leading to at least some disruption

Application entitled “Housing Arrangement for a Fault
DeterminationApparatus and Method of Installing the Same”
naming Charles Kim as inventor and having Ser. No. 12/262,

of the existing system.
Other previous approaches relied upon transmitting elec

717 and being ?led on the same day as the present application,

tromagnetic waves across the network being observed. In one

and provisional application No. 60/846,718 entitled “Method
of Detecting Intermittent Faults in Electrical Wire by UtiliZ
ing Data Communication Error Over Time,” naming Charles

previous example, pulses were transmitted in networks and

Kim as inventor, ?led Sep. 24, 2005, the contents of both of
which are incorporated herein by reference in their entirety.
FIELD OF THE INVENTION
20

This application relates to approaches for detecting and/or

any re?ections were analyZed to determine if a fault existed.
More speci?cally, incident standing waves or impulses were
transmitted and then re?ected in the network, and then the
time between the incident pulse and the re?ected pulse was
calculated to determine the distance to the location where the
pulse was re?ected. Different criteria were then used to deter
mine if the re?ection was a potential fault. One problem with

this technique was that any change in the wire material (e. g.,

locating electrical faults in electrical systems or networks.

a branch-out in the network) re?ected the incident waves

BACKGROUND
25

Intermittent electrical faults are physical events that mani

fest themselves occasionally and in often unpredictable ways
within electrical systems or networks. When an intermittent
fault occurs in a system, the system may produce erroneous

results or could fail. To take some speci?c examples of par
ticular electrical faults that occur in networks, a wire may rub
against a neighboring wire and a small electrical arc may be
created as a result of the contact. In another example, a clamp

employed spread-spectrum techniques, but this approach did
30

not solve the above-mentioned problems since high voltage
pulse transmission was still required and re?ection still
occurred on branches of the electrical network.

may break through the insulation surrounding the wire and
touch the wire creating a fault. In yet another example, a wire
may break at the back end of a connector thereby creating a
fault. In still another example, corrosion may create intermit
tent non-contact between wires and pins within a given sys
tem. In another example, cracks on wires within the system
may have water dripping on them (or the wires may be in

resulting in erroneous fault determination. Another problem
with this technique was that it required the transmission of
high voltage pulses, which some electrical systems with thin
coils (e. g., with short wires or thin windings) could not
endure. Another time domain re?ectometry method

35

40

Another previous approach transmitted direct-sequence
spread-spectrum modulated signals, instead of high voltage
signals, and employed signal processing techniques in an
attempt to ?nd and locate electrical faults. These approaches,
however, still relied on re?ectometry that is, sending incident
signal and receiving re?ected signal and the timing of them
for distance calculation. As a result, although this approach

contact with other substances) thereby creating electrical

may have, under some circumstances, overcome the need to

faults. Internal coil tum-to-turn insulation in electric
machines may also fail in systems with electrical coils creat

use high voltage incident voltage pulses, it still had the prob
lem of re?ection occurring at all points of branching in the

ing electrical faults.

network and in the devices that were connected.

The consequences of intermittent electrical faults can be
severe and, in many instances, can cause substantial damage
to the electrical equipment, can result in injury to users, or can
even cause the loss of human life. For instance electrical ?res
may be sparked because of the occurrence of some electrical

45

faults. When the faults occur in aircraft, fuel tank explosions

50

Still another problem of the re?ectometry approach was
that the location of the device must be close to one end of the
electrical system, either the line end or the source end. Oth

erwise, the injected signal would be re?ected from both ends
and result in a combined, distorted, and re?ected signal. This
requirement of locating the device at either end is very di?i

may occur if electrical faults occur near a fuel tank. Even if

cult to meet since many electrical networks are connected in

catastrophic damage or injury does not occur, the operational

a complicated format, often in a mesh architecture.

lifetime of machines or systems may be reduced as the result
of the occurrence of intermittent electrical faults. One char

acteristic of intermittent faults is that they are random and
unpredictable. Their recurrence is also unpredictable. How
ever, if an intermittent fault is left undetected and un-repaired,

BRIEF DESCRIPTION OF DRAWINGS
55

FIG. 1 comprises a block diagram of a fault determination

system according to various embodiments of the present

a major, disastrous, and permanent fault might follow that

invention;
FIG. 2 comprises one example of a byte-map for use in a

may cause deaths, failures, or destruction.

Previous attempts at identifying electrical faults have

60

relied upon the visual or instrument-aided inspection of elec

trical systems. However, various disadvantages exist with
these previous approaches. For example, the operation of the
system frequently had to be suspended to determine if a fault

existed thereby causing various problems such as loss of

65

fault determination system according to various embodi
ments of the present invention;
FIG. 3 comprises a block diagram and fault determination
table illustrating one approach for fault determination accord
ing to various embodiments of the present invention;
FIG. 4 comprises a block diagram of a fault determination

revenue for the owner or operator of the system. Moreover,

apparatus according to various embodiments of the present

many locations within existing systems were frequently hard

invention;

US 8,102,779 B2
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FIG. 5 comprises a How chart of one approach for deter

compares the combination of bits to an expected combination

mining faults according to various embodiments of the

of bits (expected to be received from the transmitter) and

present invention;

When there is not a match, determines that an electrical fault

FIG. 6 comprises a How chart of one approach for deter

exists in the segment of the electrical netWork betWeen the
transmitter and the receiver. The location of the electrical
fault may also be determined based upon the analysis.

mining faults according to various embodiments of the

present invention;
FIG. 7 comprises a block diagram and How chart of one

In other examples, each of the plurality of transmitters
receives a command signal from the single receiver. Each

approach for determining electrical faults according to vari
ous embodiments of the present invention;
FIG. 8 comprises a block diagram of a transmitter and
receiver according to various embodiments of the present

transmitter only transmits signals to the single receiver When
the command signal has been received at the selected trans
mitter. The total absence of an expected message from a
transmitter or the mismatching of any message received
(compared to an expected value) of a message sent in
response to the command signal indicates the existence of
open circuit or potential faults.
Referring noW to FIG. 1, one example of an approach for
determining and detecting electrical faults in an electrical
netWork 100 is described. An electrical interconnect back

invention; and
FIG. 9 comprises a block diagram of a transmitter or a

receiver according to various embodiments of the present
invention.
Skilled artisans Will appreciate that elements in the ?gures
are illustrated for simplicity and clarity and have not neces

sarily been draWn to scale. For example, the dimensions and/
or relative positioning of some of the elements in the ?gures
may be exaggerated relative to other elements to help to

improve understanding of various embodiments of the

bone 102 is coupled to transmitters 104, 106, 108, 110, 112,
114 and 116 via electrical branches 120, 122, 124, 126, 128

present invention. Also, common but Well-understood ele

and 130 respectively. The electrical interconnect backbone

ments that are useful or necessary in a commercially feasible
embodiment are often not depicted in order to facilitate a less

102 is also connected to a receiver 118. The electrical inter
connect backbone 102 may be any type of electrical connec
tion of any voltage level or any current type, e.g., direct or

obstructed vieW of these various embodiments of the present
invention. It Will further be appreciated that certain actions

20

25

alternating. For instance, the backbone 102 may include tWo
Wires (e.g., one ground and the other a Wire transmitting a DC

and/ or steps may be described or depicted in a particular order
of occurrence While those skilled in the art Will understand

that such speci?city With respect to sequence is not actually
required. It Will also be understood that the terms and expres
sions used herein have the ordinary meaning as is accorded to
such terms and expressions With respect to their correspond

current and voltage). Other examples of backbone arrange
30

having voltages of approximately 100 vRMS (or 28V DC) are
distributed across the backbone 102 and the branches of the
netWork 100.

ing respective areas of inquiry and study except Where spe
ci?c meanings have otherWise been set forth herein.
35

out compromising the poWer delivering function of the elec
trical netWork 102, that includes any type of information. For

example, the transmitters 104, 106, 108, 110, 112, 114 and
40

the electrical netWork, are an effective detection solution for
the unpredictable intermittent event of faults that occur
betWeen transmitter and receiver, and are not susceptible to

45

ate and transmit packets or messages at any voltage level

50

In many of these embodiments, signals are transmitted
from a plurality of transmitters that are positioned in an elec
55

appropriate for the electrical interconnect backbone 102.
The receiver 118 is any device capable of receiving modu
lated communication signals from any of the transmitters
104, 106, 108, 110, 112, 114 and 116 via the electrical inter
connect backbone 102. As With the transmitters 104, 106,
108, 110, 112, 114 and 116, the receiver 118 may include a
controller, a modem and a coupling netWork. As mentioned,
the coupling netWork buffers the receiver or transmitter from
the electrical interconnect backbone 102 by a ?ltering func
tion so that the receiver or transmitter insulates it from the

60

high voltages of the electrical netWork While effectively send
ing and receiving the modulated signal. The modem in the
transmitter modulates the digital signal formed by the con
troller and the modulated signal travels through the coupling
netWork into the electrical netWork. The modem in the

In some examples, a random pause duration is inserted

betWeen successively transmitted signals. Each of the plural
ity of transmitters has an associated unique combination of
bits that uniquely identi?es the transmitter and the unique
combination bits is included in the signals sent to the receiver.
The receiver analyZes the received combination of bits and

protective functions to connect any of the transmitters to the
electrical interconnect backbone 102. As mentioned, the

transmitters 104, 106, 108, 110, 112, 114 and 116 may oper

the false fault indications obtained in previous approaches.
trical netWork. The signals transmitted by the transmitters are
received at a single receiver positioned Within the electrical
netWork. At the single receiver, the received signals are ana
lyZed and it is determined from the analysis of the received
signals Whether a fault has occurred in the electrical netWork
betWeen transmitters and receiver. The location of the fault
may also be determined.

116 may include controllers to form packets or messages,
modems to convert the messages to suitable signals through

modulation (e. g., having the proper voltage levels) for trans
mission, and a coupling netWork to provide ?ltering and

distortion in the signal transmission caused by the transient of
intermittent fault, to determine the presence and/or location
of electrical faults. The approaches described herein are easy
and cost effective to use, do not rely upon the transmission of
high voltage signals, can be installed at any location Within

The transmitters 104, 106, 108, 110, 112, 114 and 116 are
any type of device capable of transmitting any type of modu
lated communication signal, over electrical circuit 102 With

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Approaches are provided to detect the presence and loca
tions of faults Within an electrical netWork. The approaches
utiliZe one or more transmitters to send signals (e.g., packets)
to one receiver and, based upon the mismatch betWeen the
signal sent and the signal received at the receiver due to the

ments and any number of electrical Wires are possible to
distribute electrical poWer. In one example, electrical sources

65

receiver accepts the modulated signal via the coupling net
Work sent from the transmitters, demodulates the signals into
a digital byte format, and sends the digital data to its control
ler. The receiver controller processes the signals for data
errors or mismatch to determine Whether a fault has been

US 8,102,779 B2
5

6

detected or the likelihood that a fault has been detected and/or
the possible location of faults. Various error rates can be

of the network) is monitored at the same priority With an equal
chance of detecting errors compared With any other electrical
branch.
In another approach that may be used to achieve signal
arbitration, only a transmitter that is ordered by the receiver is
alloWed to send a signal. In other Words, the receiver is the

determined from the process.
The receiver 118 communicates With a port 132 and the
port 132 is coupled to an external device 134. The external
device 134 may be a personal computer, display, enunciator
or any other type of device that is capable of alerting a user
that a fault has been detected someWhere in the netWork 100.
The location of faults and message error rate calculated for

master of this single-master and multiple-slave protocol. The
receiver sends a message or packet (e.g., a command) to a

transmitter, for example, the message of FIG. 2. After the
transmitter receives the message or packet from the receiver,
this message is copied and sent back to the receiver. The
comparison of the received mes sage at the receiver against the

the location may also be displayed to give the severity (like
lihood) or status of the fault progress. In an alternative
approach, the external device 134 may provide some or all of

sent message determines if there is an error in the signal,
Which in turn indicates that a fault exists in the Wire segment
betWeen the receiver and the commanded transmitter. In some
approaches and as described elseWhere herein, an error is
detected if no return message is detected by the receiver (e. g.,

the fault determination processing capabilities rather than the
receiver 118 When the receiver 118 is limited to provide the
mismatch or error occurrence only.

In one example of the operation of the system of FIG. 1, the
transmitters 104, 106, 108, 110, 112, 114 and 116 transmit
messages to the receiver 118. The receiver 118 analyZes the
messages that it receives and based upon the results of the
analysis determines Whether a fault exists, the likelihood that

Within a predetermined amount of time), indicating possible
disconnected, open circuit.
20

a fault exists, and/or the possible (or determined) location(s)
of faults (e.g., Within a particular branch 120, 122, 124, 126
and 128 or 130 of the netWork 100). It Will be appreciated that
although a single receiver is shoWn in the example of FIG. 1,
any number of receivers may be used in the netWork 100.
Additionally, any number of transmitters may be employed in
the netWork 100.

Referring noW to FIG. 3, one example of using these
approaches to detect an error or fault in a netWork 300 is

25

described. In this example, an electrical backbone 302 is
coupled to transmitters 304, 306 and 308 and a receiver 310.
The netWork 300 is divided into segments S1, S2 and S3 and
branches Br1, Br2 and Br3.
A table 312 is stored in a memory at the receiver and used
to determine the possible location or locations of electrical

faults Within the netWork 300. For example, using the tech

Once errors are detected and/ or their locations determined
niques described herein, it is determined if a particular error
remedial action can be taken. For example, a user can access 30 exists in one of the branches associated With a particular

transmitter. For example, the mismatch of expected data from
the transmitter 304 versus expected data, While there is no
mismatch from the transmitters 306 and 308, may indicate

the potential site of the error, determine if a problem exists,

and, if a problem exists remedy the problem (e.g., replace a

Wire).

that a fault exists in branch Br1.

Referring noW to FIG. 2, one example of a message format

for messages transmitted according to the approaches

35

described herein is described. A message or packet 200

includes a preamble byte 202, a receiver information byte
204, a transmitter information byte 206, and 4 to m message
bytes 208 Where m is an integer greater than 4. In one

approach, each transmitter Within the system (e. g., transmit
ters 106,108,110,112,114,or 116 ofFIG. 1) has a uniquely

40

identi?able message byte (e.g., some unique pattern of binary
ones and Zeros) that is knoWn to the receiver and that uniquely
identi?es a transmitter (e.g., the receiver 118 of FIG. 1). All
information in the message or packet 200 is included in the

To take a feW examples and utiliZing the table 312, if no
errors are determined for transmitters 304, 306 and 308, no
fault exists in the netWork. In another example, if no errors are
detected at transmitters 304 and 308, but an error is detected
at transmitter 306 then a fault may exist at segment S2 and/or

45

both branches Br2 and Br3. It Will be appreciated that the
table 312 maybe any type of data structure and is also not
limited to the format shoWn in FIG. 3. Moreover, the
examples shoWn in table 312 may vary depending upon the
placement of the transmitters and the receiver and the exact
con?guration of the netWork or other circumstances.

data stream that is transmitted to the receiver.
To detect an error or fault, in one approach, the receiver

Referring noW to FIG. 4, one example of a transmitter or
receiver 400 is described. The device 400 can be con?gured to

compares the data received from the transmitter against pre
assigned data that it has stored regarding each transmitter. In

operate as either a transmitter or receiver and includes a

the case of a mismatch betWeen the received data and the

expected data, a fault is potentially detected. The non-recep
tion at the receiver of an expected message or packet expected
to be sent from the transmitter may also indicate the existence
of a fault in the form of open circuit in the netWork.
For transmissions across the netWork, various approaches
may be used to ensure signal integrity (e.g., to ensure signals

50

and coupling netWork 406. The modem 404 forms signals
according to appropriate voltage levels or protocols and the
55

coupling netWork 406 provides appropriate buffering and/or
?ltering capabilities that protect the modem 404 and control
ler 402 from electrical haZards (e. g., overvoltage conditions)

sent by multiple transmitters do not interfere With each other).
In any approach used, the modem of each transmitter moni
tors the Wire via a “carrier detect” approach that detects if
there are any modulated signals on the Wire, and Waits to send
its signal until there is no signal on the Wire. Therefore, at any
one moment, only one transmitter is alloWed to send signals.

controller 402, a modem 404, a coupling netWork 406, and a
memory 408.
If used as a transmitter, the controller 402 may form mes
sages (e.g., packets) to send to a receiver via the modem 404

present on the backbone and, at the same time, effectively

inject the modulated signals into the backbone.
60

If used as a receiver, the coupling netWork 406 ?lters in

only the modulated signal from the backbone and the modem
404 demodulates the signal into digital data and sends it to the

In one approach, multiple transmitters send signals Without
Each transmitter has an equal chance to send a signal to the

controller 402. As a receiver, the device 400 may store in the
memory 408 a table as has been described above With respect
to FIG. 3. The controller 402 then may perform an analysis to
determine the potential location or locations of faults Within a

receiver and, therefore, each Wire segment (e. g., each branch

particular netWork. Further, the controller 402 may be

the control of the receiver. To ensure signal integrity, a ran

dom pause duration is inserted after each signal transmission.
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coupled to a port, Which communicates With external devices

the decision table of FIG. 3, a fault detection and location
decision is made and displayed 753 or uploaded to an upper
level computer 755. Then, the next packet sent from a trans
mitter is read at step 762.

to indicate to a user the presence and potential locations of

faults. Further, the controller 402, modern 404, and/or cou
pling netWork 406 may be coupled to an external poWer

supply.

At step 764, the error details (including the identity of the
transmitter that sent the packet) may be stored. At step 766 it
is determined if an adequate number of packets has been

Referring noW to FIG. 5, one example of a transmission
arbitration protocol is described. At step 502, a message or
packet is sent from a transmitter. For example, the message

received in order to determine Whether an alarm should be
given a user. If the ansWer at step 766 is negative, control
returns to step 760. If the ansWer is af?rmative, execution
continues at step 768 Where a comparison is made With a

maybe in the format as indicated in FIG. 2. At step 504, after
the message is sent, a random pause duration is inserted after
the message. Then, the same message is sent again, and this
process continues, and to take one example, the receiver
compares the received message to the expected message and

threshold 770. If the number of erred packets exceeds the
threshold, a result 772 is formed as a fault (e.g., “1”) or

no-fault (e.g., “0”) result of a particular transmitter as in the

determines that a fault exists if there is a mismatch. When a

mismatch exists, a potential fault may exist in the portion of

table of FIG. 3. The ?nal decision on fault determination

the netWork associated With the transmitter that sent the mes
sage.
Referring noW to FIG. 6, another example of a transmission

using the table (stored in memory) is made and communi
cated to one or more of a port 750 (for display on an enun

ciator 751), a communication port 752 (for presentation on a
display 753) and/ or port 754 (for display on a personal com

arbitration protocol is described. At step 602, a transmitter
Waits to receive a message from a receiver. At step 604, after
receiving a message the transmitter echoes the same message

20

back to the receiver. Then, it Waits for another command from
the receiver. In the meantime, if the receiver never receives an

echoed message back (e.g., after Waiting for a predetermined
time period) or the message returned to the receiver is in error

(as Would be indicated by a comparison of the received mes
sage With the expected message), then a fault (including open
circuit) is indicated to exist.
Referring noW to FIG. 7, another example of approaches
for fault determination is described. As shoWn in FIG. 7,
through a coupling netWork and modem 761, a packet 701

25
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images maybe formed to be displayed on some or all of the
mentioned external devices.
As described herein, a pause may be inserted betWeen
transmitted packets. In one example, the pause betWeen tWo
consecutive packets, in a system using a microcontroller of
8-bits and 20 MHZ speed, is about 100 milliseconds. The
pause time is selected so as to be su?icient for processing to
occur. For example, the pause duration may be selected to
alloW for the fault determination process to ?nish and also for
error messages to be sent to external devices (e.g., the enun

ciator 751, the display 753, and/or the personal computer

(having pre-set values) is sent from transmitters 702, 704, and

755). The pause duration can also include time to alloW pro
cessing to occur for a given number of packets, for example,

705 to a controller 703 of a receiver, and read through serial
communication port 736 of the controller 703.

The packet 701 includes, for example, preamble byte 732,

puter 755). Depending upon the type of display, graphical

1000 packets.
35

The threshold level of the rate of error that initiates the fault

and a transmitter identi?cation byte 733, and a packet number

(e.g., “1”) or no-fault (e.g., “0”) can be any predetermined

byte 734, folloWed by n data bytes 735, D1 through Dn. N

value or, alternatively, be determined after a run of the system
under clean electrical Wire status. Further, the threshold can

may be any integer value. In one example, n:24 and, conse
quently, 24 bytes of data are used. The rate of the data trans
mission, or bit rate, can become any speed or any modulation
scheme suitable for the modem. In the some examples, a 2400

40

be automatically determined using the error rate by compar
ing the error rates during actual/normal operating status and
those of actual intermittent fault status. Before deploying the

bps poWer line modem is used that provides approximately
130 kHZ of Frequency Shift Keying (FSK) modulation. HoW

above-mentioned approaches, a test run may be executed in a

ever, other numbers of data bytes may be used along With

for a fault or no -fault boundary, and thus increases the detec

other bit rates and other modulation schemes. In some

examples, a longer packet With sloWer bit rate With a modu
lation scheme may have better chance of intermittent fault
detection than a shorter packet With higher bit rate With
another modulation scheme.
The controller 703 of the receiver, after detecting the pre

staged intermittent fault condition that sets the threshold level
45

and nuisance readings.
Various error rates can be determined. For example, a ?rst
error type that can be calculated is a Net Packet Error Rate

(NPER), Which is the percentage of packets that contained
50

amble byte 732, folloWed by identi?cation byte 733, then

Alternatively, a Total Packet Error Rate (TPER), can be
calculated. This rate is the percentage of the number of pack
55

stored) packet 743. The expected packet 743 includes the
expected values of information for the packet 742. The packet
information stored in memory can be compared against each
of the transmitters.
The controller 703 at step 762 reads the stored packets 742
and 743 and makes a bit-by-bit comparison of all n data bytes
against the pre-set values of the n data bytes betWeen the
packets 742 and 743. The ?rst analysis is to decide Which

transmitter sent the packet and the sub sequent analysis result
for packet mismatch is stored and associated With the trans

errors out of the total number of received packets. In the
NPER case, the lost packets by the error in identi?cation

byte(s) are ignored.

reads the rest of the bytes (step 760) one at a time and store the
packet into internal memory space 741. In another part of the
memory 741, the packet 701 is stored as a packet 742 and is

used for a comparison With an expected (and previously

tion probability While at the same time decreasing false alarm

ets received With error out of the total number packets sent.

In another example, a Net Byte Error Rate (NBER) can be
calculated. The NBER is the percentage of the number of
packets received With just 1 data byte error caused by 1 or2 bit
60

errors in the byte out of the received packets With no error. The
NBER focuses, unlike NPER or TPER, on very short disrup
tions. Very short disruptions in time rooted from an intermit
tent fault may cause error in a bit or tWo in a byte data, not

across the data bytes.
Yet another alternative error rate that can be determined is

mitter. If the tWo packets are the same, then the result of no

the Total Byte Error Rate (TBER), Which is the percentage of
the number of packets received With 1 data byte error caused

error is registered for the transmitter. Then, With for example,

by 1 or 2 bit errors in the byte out of the total number of
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packets sent. The TBER ignores any disruptions Which are
long enough to cause errors in multiple data bytes. This rate
does not include or consider long disruptions possibly caused

transmitter 802. If the electrical Wire carries DC current, then

A packet may be sent to the receiver With various bytes of
data. For example, a preamble byte may be included. The next
byte is sent to identify the transmitter and the receiver. To take
one example, if the identi?cation byte is a preset data value
such as a byte data of 10110011, then the receiver checks if
the received identi?cation byte is 10110011. If the received
identi?cation byte is the same as the preset data, then the
receiver is noW ready to receive the data stream that folloWs.

one of the Wires 810 or 811 can be a ground Wire. In the

One or more bytes can be used for identi?cation purposes.

example of FIG. 8, both the receiver 801 and the transmitter

As mentioned, in one example, the group of data bytes
including the preamble, identi?cation, and actual data form a

by normal sWitching operations and, as such, couldreduce the
number of false alarms.
Referring noW to FIG. 8, a receiver 801 receives packets
over electrical Wires 810 and 811 that are transmitted by a

802 have the same functional structure and includes a poWer
line modem 802 or 804 and a controller 803 or 805. The

detected. This may be in the form of blinking light (e. g., light
emitting diode (LED))and/or audible indication. The port 813

packet. In one approach, one packet is transmitted from a
transmitter and reception of the same one packet made by a
receiver. In one approach, the transmitter transmits the same
one packet repeatedly, With a pause betWeen tWo packets,
until, for example, a set number of packets are sent (e. g., 956
packets). Then, packet transmission resumes. Under an inter

is used to display the alarm condition on a display 806 (e.g.,

mittent fault condition, the preamble byte may be noised out,

receiver 801 includes additional interface outputs or ports
812, 813 and 814. The output 813 is connected to an indicator/
enunciator 807 to send an alarm When an intermittent fault is

a liquid crystal display (LCD)) With texts and graphics. The
output 814 is further used to send the alarm condition to a

or the identi?cation byte may be contaminated, then the
20

computer system 820 via serial communication port 808 for

tion byte since the packet is interpreted as not meant to be sent
to the receiver. In this case, one packet is lost and a packet

displaying on a computer screen or for further analysis of the
alarm condition data. The errors and error rates discussed

error exists.

herein can be displayed according to any of the display

approaches described herein.

receiver ignores the packet With the contaminated identi?ca

25

Thus, approaches are provided to detect the presence and
locations of faults Within an existing electrical netWork. The

The transmitter 802 includes the poWer line modem 804
and the controller 805. The controller 805 is a microcontroller

approaches utiliZe one or more transmitters to send signals
(e.g., packets) to one more receivers and based upon the

or microprocessor Which includes computing code, controls

signal received at the receiver, to determine the presence and
location of electrical faults. The approaches described herein

digital logic, and sends bytes of digital data (e.g., packets).
The computing code manages the number of packets sent and

30

are easy and cost effective to use, do not rely upon the trans

35

mission of high voltage signals, can be implemented at any
place Within the electrical system, and are not susceptible to
false results as have been obtained in previous approaches.
While the invention herein disclosed has been described by
means of speci?c embodiments and applications thereof,

hoW often the packets are sent.
Referring noW to FIG. 9, one example of a transmitter 900
is described. A poWer line modem 921 in the transmitter 900
receives the serially transmitted digital data stream from a

controller 903, converts the digital data to analog data, and
modulates the analog data in FSK (Frequency Shift Keying)
scheme (in Which digital logic 1 is coded to analog signal of

numerous modi?cations and variations could be made thereto

by those skilled in the art Without departing from the scope of
the invention.

a certain frequency and digital logic 0 is to another fre

quency). The modulated signal is ampli?ed by an ampli?er
922 and sent through a coupler 923, Which sends the modu
lated signals and blocks all other signals outside the fre
quency band, to the electrical Wires 910 and 911.
The modern 921 may be any commercially available
modem chip. The modem 921 may include a ?lter that band

40

passes only the frequency band used in the particular FSK

45

scheme that is employed. The modem 921 has four control
and data communication lines With the controller 903. These
include RX control 93 0 for controlling the reception of digital
data, TX control 931 for controlling the transmission of digi
tal data, carrier detect (CD) control 932 for indicating to the

What is claimed is:
1. A method of determining intermittent electrical faults

comprising:
transmitting signals from a plurality of transmitters that are
positioned in an electrical network;

receiving the signals transmitted by each of the plurality of
transmitters at a single receiver positioned Within the

electrical netWork;
at the single receiver, analyZing the received signals and
determining from the analyZing of the received signals
50

Whether a fault has occurred in the electrical network;

Wherein transmitting the signals comprises inserting a ran
dom pause duration betWeen successively transmitted

controller 903 if and When the modem 922 receives a modu

lated signal from an electrical Wire, and RX/TX control 933
for indicating if a digital signal has been received and is to be
transmitted.

signals.

A modulated signal automatically is transmitted from the
modem 921 and ampli?ed by the ampli?er circuit 922. The
ampli?ed modulated signal then is presented to the electrical
Wires via a coupler 923, Which passes the signals of the
frequency band and blocks all other signals. The coupler 923,

55

in one example, is a transformer coil 924 With ?ltering capaci

60

2. The method of claim 1 Wherein each of the plurality of
transmitters has an associated unique combination of bits that

uniquely identi?es the transmitter and Wherein the unique
combination bits is included in the signals sent to the receiver.
3. The method of claim 2 Wherein the receiver analyZes the
received combination of bits and compares the combination
of bits to an expected combination of bits and When there is

tors 925 and 926. In one approach, the structure of the receiver

not a match, determines that an electrical fault exist.

is identical (or nearly identical With the receiver having ports

4. The method of claim 3 further comprising determining
the location of the electrical fault based upon the analyZing.
5. A fault determination system comprising:
a plurality of transmitters, each of the plurality of transmit

to communicate With external devices) With the structure of
the transmitter 900.

Various transmission protocols may be used. For example,
a byte of any data can be sent from the receiver to indicate to
the transmitter to send data.
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ters con?gured to transmit signals across at least a por
tion of an electrical netWork;
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a single receiver communicatively coupled to the plurality
of transmitters, the single receiver con?gured to receive
the signals transmitted by each of the plurality of trans
mitters and to analyZe the received signals and deter

12
7. The system of claim 6 Wherein the single receiver is
con?gured to analyZe the received bits and to perform a
comparison betWeen the received bits to expected bits and

When a match does not exist betWeen the received bits and the
mine from analyZing the received signals When a fault 5 expected bits, to determine that a fault exist.
has occurred in the electrical network;
8. The system of claim 7 Wherein the single receiver is
Wherein the each of the plurality of transmitters is con?g
con?gured
to determine the location of the fault based upon
ured to insert a random pause duration betWeen succes

sively transmitted signals.

the comparison betWeen the received bits and the expected

6. The system of claim 5 Wherein each of the plurality of 10 bits.
transmitters has a unique combination of bits that identi?es
each transmitter and the unique combination of bits is
included in signals sent to the single receiver.

