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Intermittent Faults

Intermittent Faults
Due to long process and aging of wire degradation
Manifest intermittently in an unpredictable manner
Cause fires and possibly explosion by arc and spark
Multiple causes and reasonsMultiple causes and reasons
RandomRandom OccurrenceOccurrence
No persistent arcingNo persistent arcing
Very short durationVery short duration
No reproductionNo reproduction
Precursor of faultsPrecursor of faults
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Intermittent Electrical Faults

FireFire
Mission abortionMission abortion
Loss of Life Loss of Life 

Swiss Air 111Swiss Air 111
Fires and possibly explosion by arc and sparkFires and possibly explosion by arc and spark

Quick start and fast spread into big Quick start and fast spread into big 
damagedamage
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Intermittent Electrical Faults

USS  USS  ParcheParche (683) (683) –– Arc DamageArc Damage
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NFF (“No Fault Found”)

Chronic Problem of Intermittent Faults: 
NFF

Problem reported by crew is not reproduced.Problem reported by crew is not reproduced.
Average NFF figure for avionics is approx. Average NFF figure for avionics is approx. 
30%.30%.
OffOff--Line Testing Problem with Random, Line Testing Problem with Random, 
Intermittent Nature of the Electrical FaultsIntermittent Nature of the Electrical Faults
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Current Status of Fault Detection

Detection of Intermittent Faults
Most frustrating, elusive, and expensive to locate
Have to locate it when it is active – it occurs for a 
short period of time
Detection Methods

Preventative maintenance
Grounding and observation
Loss of revenue
Loss of flight time

Current and Voltage Sensing for Arc/Spark Presence
Time/Frequency Domain Reflectometry
Spread Spectrum Time Domain Reflectometry
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Wire Fault Detection/Location Approaches 
– on line and continuous monitoring

AFCIAFCI
Arcing fault detection and tripArcing fault detection and trip
Arc Voltage and Current BehaviorArc Voltage and Current Behavior

Live Wire  Live Wire  -- Spread Spectrum TDRSpread Spectrum TDR
Time Domain Time Domain ReflectometryReflectometry (TDR)(TDR)
Transmission of pulsed signal and reception of Transmission of pulsed signal and reception of 
reflected signal from mismatchreflected signal from mismatch
SingleSingle--EndedEnded
TDRTDR
Spread spectrum TDRSpread spectrum TDR
Sequence TDRSequence TDR

Spot Arcing/Spark RadiationSpot Arcing/Spark Radiation
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AFCI
Purpose: Arcing Fault ClearingPurpose: Arcing Fault Clearing
Approach: Characteristics Arc Voltage and Arc CurrentApproach: Characteristics Arc Voltage and Arc Current
Basic Theory: Harmonics and Current Shape (shoulder)Basic Theory: Harmonics and Current Shape (shoulder)
Usage: Installation in Circuit SystemUsage: Installation in Circuit System
Commercially AvailableCommercially Available
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Live Wire Technology
Purpose: Wire Fault LocationPurpose: Wire Fault Location
Approach: Approach: 

Reflection of wave from Impedance Mismatch (against cable Reflection of wave from Impedance Mismatch (against cable 
characteristic impedance)characteristic impedance)

Basic Theory: Basic Theory: 
Spread Spectrum TDR & Sequence TDRSpread Spectrum TDR & Sequence TDR
Injection of pulse of 30Injection of pulse of 30--100MHz into wire100MHz into wire
Correlation of the injected signal and reflected signalCorrelation of the injected signal and reflected signal

Usage: Usage: 
400Hz AC Line and High Speed Digital Data Line for momentary ope400Hz AC Line and High Speed Digital Data Line for momentary open, n, 
,short, arc circuits,short, arc circuits

University of UtahUniversity of Utah and and Live Wire Test LabsLive Wire Test Labs
Possible Problems:Possible Problems:

Loss over the wireLoss over the wire
Different wave speed over different wire types connectedDifferent wave speed over different wire types connected
Multiple reflectionMultiple reflection
Location LimitationLocation Limitation
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New Approach
Paradox in the current approachParadox in the current approach

ProblemsProblems
RandomRandom
IncipientIncipient
Unpredictable and Unpredictable and ““intermittentintermittent””

Test MethodTest Method
StaticStatic
Under assumption of Under assumption of ““permanent fault,permanent fault,”” not not ““intermittent faultintermittent fault””

New Approach New Approach 
Continuous, online monitoring would increase detectionContinuous, online monitoring would increase detection
Put the Put the ““intermittentintermittent”” on the horizon of watchon the horizon of watch
Novel approach to monitoring electrical wire health (lower Novel approach to monitoring electrical wire health (lower 
voltage)voltage)
Using Carrier Signal TechnologyUsing Carrier Signal Technology

Electric Wire is the communication medium (Electric Wire is the communication medium (““channelchannel””))
Carrier Signal message (error rate) transmission/reception as a Carrier Signal message (error rate) transmission/reception as a 
status of the channel: quiet or noisystatus of the channel: quiet or noisy
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Carrier Signal Technology
Purpose: Wire Intermittent Fault Detection and Wire Health MonitPurpose: Wire Intermittent Fault Detection and Wire Health Monitoringoring
Approach: Approach: 

Communication Channel Communication Channel 
Data error cause by Channel Disruption from wire problemsData error cause by Channel Disruption from wire problems

Basic Theory: Data over Carrier Signal DisruptionBasic Theory: Data over Carrier Signal Disruption
Usage: AC/DC line for any event which disrupts the carrier signaUsage: AC/DC line for any event which disrupts the carrier signall
Possible Problems:Possible Problems:

EM Conduction level and Reach of the SignalEM Conduction level and Reach of the Signal
MultiMulti--pathpath
Location of wire problem is given with zone of transmitter Location of wire problem is given with zone of transmitter -- receiverreceiver
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Carrier Signal Controller
protoboardprotoboard

Carrier modem chip Carrier modem chip 
ST7537HS1 from STMicroelectronicsST7537HS1 from STMicroelectronics
Half duplexHalf duplex
Asynchronous 2400 bps FSK modemAsynchronous 2400 bps FSK modem
Carrier frequency: 132.45 kHzCarrier frequency: 132.45 kHz
BandBand--pass filter: 126.45 kHz pass filter: 126.45 kHz –– 138.45 138.45 
kHzkHz

MicrocontrollerMicrocontroller
LowLow--end PIC microcontroller from end PIC microcontroller from 
MicrochipMicrochip
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Intermittent Fault Simulation - Staging

Intermittent fault creationIntermittent fault creation
Rubbing switch bladesRubbing switch blades
Hanging wire over the copper strips on the Hanging wire over the copper strips on the 
motorized grooved cylinder motorized grooved cylinder 
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Carrier Signal over the wire
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Distortion of Carrier Signal 
by Staged Faults
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Receiver Side (normal) 
Top: Digitized Message 
Bottom: Carrier Signal
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Receiver Side (Fault in Channel) 
Top: Digitized Message 
Bottom: Carrier Signal
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Transmitter – Receiver (Normal) 
Top: Transmitted message 
Bottom: Received message
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Transmitter – Receiver (Fault in Channel) 
Top: Transmitted message 
Bottom: Received message
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Carrier Messaging Setup
Single Transmitter Single Single Transmitter Single 
Receiver ConfigurationReceiver Configuration

1 Transmitter1 Transmitter
1 Receiver1 Receiver
Transmitter Master ProtocolTransmitter Master Protocol

MultiMulti--Transmitter Single Transmitter Single 
Receiver ConfigurationReceiver Configuration

2 Transmitters2 Transmitters
1 Receiver1 Receiver
TransmitterTransmitter--master Protocol with master Protocol with 
CDCD
ReceiverReceiver--Master ProtocolMaster Protocol

Messages (InMessages (In--house protocol)house protocol)
11 bytes long11 bytes long

Preamble Preamble --1 byte1 byte
Sync Bytes Sync Bytes –– 2 bytes2 bytes
TX number TX number –– 1 byte1 byte
TX St. Address TX St. Address –– 1 byte1 byte
RX St. Address RX St. Address –– 1 byte1 byte
Data Data –– nn bytesbytes
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Fault Detection  -- Single Transmitter Case
Transmitter Master ProtocolTransmitter Master Protocol
NER (Noise Error Rate): 1 or 2 bit error in an erred signalNER (Noise Error Rate): 1 or 2 bit error in an erred signal
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Fault Detection – Multi-Transmitter Case

Correct Data RateCorrect Data Rate
Transmitter Master Protocol with CarrierTransmitter Master Protocol with Carrier--On DetectionOn Detection
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Fault Location Method
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Conclusions

Problem in early detection of intermittent Problem in early detection of intermittent 
electrical faults/failures.electrical faults/failures.
Carrier Signal Technology for Continuous Carrier Signal Technology for Continuous 
monitoring of random intermittent fault in monitoring of random intermittent fault in 
wire.wire.
Experiments confirmed that generated Experiments confirmed that generated 
noise affects the transmitted carrier signalnoise affects the transmitted carrier signal
Simple Location Method SuggestedSimple Location Method Suggested
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