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Overview

• Design Evaluation Methods
▫ Qualitative Analyses

Failure Modes and Effects Analysis (FMEA)
Fault Tree Analysis (FTA)
Event Tree Analysis (ETA)

▫ Risk Analysis (RA)
▫ Failure Modes and Effects Testing (FMET)



Risk Analysis: Mishap Risk

• Mishap Severity (in terms of dollar loss, extent 
of damage to environment, and human 
suffering):
▫ Catastrophic
▫ Critical
▫ Marginal
▫ Negligible

• Have meaning within context of application
▫ Start with mishap, work down



Risk Analysis: Mishap Risk

• Mishap Probability:
▫ Probability of occurrence of event/hazard that 

create mishap
▫ Ratio of number of undesirable events to total 

number of possible events (including desirable 
and undesirable)

P(n events occur) = n/N
n is equally likely (independent)

• Diesel Generator Example



• Diesel Generator Example:
▫ 356 systems tested in simulated emergency condition
▫ 4 fail to start
▫ Probability that untested generator fails: 

4/356 = 1.1 x 10-2

• Each system in actual test must be exactly the same 
condition
▫ Maintenance, battery condition, fuel quality, ambient 

temperature, etc.

• MUST have large enough sample size…

Risk Analysis: Mishap Risk



Risk Analysis: Mishap Frequency

• Measures used to express mishap probability:
▫ Probability per unit of time (hr./lifetime of 

operation)
▫ Number of occurrences per unit of time 

(hr./year/lifetime)
▫ Number of occurrences per event, population, 

item, or activity

• EXAMPLE 5.6



Risk Analysis: Component Failure

• Equation relating component failure probability 
and failure rate:

(5.1)

• Assumptions:
▫ Component works at time t=0 (at initialization)
▫ Constant failure rates

• Used to model HW/SW failure behavior.

• EXAMPLE 5.7



Risk Analysis: Probability Approximation

Similar to Demand Failure Probability
EXAMPLE 5.10



Risk Analysis: Acceptable Risk Mishap



• Risk Analysis Step 1 (already covered):
▫ Use Fault Tree Analysis to trace mishap back to 

failure events/faults

• Risk Analysis Step 2:
▫ Determine probability of each failure/fault

• Risk Analysis Step 3 (we’ll start here):
▫ Combine probabilities to yield mishap probability

Risk Analysis: Calculating Mishap Risk 
Probability



Risk Analysis: Oil Heater System Example



Risk Analysis: Oil Heater System Example



Risk Analysis: Excess Variables - More 
Boolean Algebra



Risk Analysis: Quantifying Failure Modes

• Two Types of Probabilities:
▫ The given HW component fails in given failure mode 

in given period of time
▫ Demand probability of HW component will fail to 

perform intended safety function

• Generic data used in design phase 
▫ Sources available include:

Failure Rates
Failure Mode Distributions
Demand Failure Probabilities



Risk Analysis: Probabilistic Risk 
Assessment (PRA)

• Characterized by probability distribution
▫ Provides average of data values
▫ Provides measure of data dispersion (variance)

• PRA analysts generally use lognormal 
distribution
▫ Overkill for little data/ lack of knowledge of 

components
• We will look at Nominal Value

Vnom = [Vmin x Vmax]1/2



Risk Analysis: (PRA) – Heater Example, 
again

• Source A: 7.0 x 10-8/hr
• Source B: 5.2 x 10-7/hr
• Source C: 3.8 x 10-6/hr
• Source D: 2.8 x 10-5/hr

• Vnom is Geometric Mean (represents middle 
value for wide range of data) 
▫ Not Arithmetic Mean (data with closer values)



Risk Analysis: (PRA) – Heater Example, 
Nominal Value Chart



Risk Analysis: (PRA) – Nominal Value 
Failure Rates



Risk Analysis: (PRA) – Nominal Value 
Failure Rates – Computer Modules



Safety Related Testing: Failure Modes 
and Effects Testing (FMET)

• Failures inserted 2 ways:
▫ Physically insert (HW)

Sensor/Effector alteration
Can be costly, cause damage

▫ Data Alteration
Alter Signals



Review

• Design Evaluation Methods
▫ Qualitative Analyses

Failure Modes and Effects Analysis (FMEA)
Fault Tree Analysis (FTA)
Event Tree Analysis (ETA)

▫ Risk Analysis (RA)
▫ Failure Modes and Effects Testing (FMET)




