


Structure of Procedure in Coding (Stdcall)
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Procedure Example – CallAddTwo.asm (“Stdcall”)
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push EAX
;for word1
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push EAX
;for 
word2
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call AddTwo
• Note that 

EIP (for 
return 
address) is
stored in the 
stack
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push EBP
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mov EBP, ESP
;to save ESP
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mov EAX,[EBP+12]
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add EAX, [EBP+8]
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pop EBP

91



ret 8
;Add 8 
to ESP

92



Manual Tracking of Stack, EIP, and ESP
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Summary for Stdcall
MAIN CODE
1. Parameter values passed on the stack
2. Call a procedure (this pushes the return address in EIP to the stack)
PROCEDURE
1. Push EBP and Copy ESP to EBP (EBP becomes the reference for 

retrieving the parameter values) – fixed location on the stack while ESP 
may vary.

2. Push Register(s) if necessary
3. Retrieve Parameter values referenced to EBP
4. Do the functions
5. Pop the Register(s) if pushed
6. Pop EBP
7. Ret N (First, this pops the return address to EIP. And, second, N, which is 

the number of bytes pushed in the MAIN CODE, is added to ESP)
MAIN CODE
1. Continue for the next step. 95




