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Procedure Example — CallAddTwo.asm (“Stdcall”)

TITLE Dem
INCLUDE I
.data
wordl WOR
word2 WOR
.code
main PROC
mow
mow
push
mow
push
call
call
exit
main EMNDP

AddTwo PR
; Adds tw
3 The RET
push
Mo
Mo
add
pop
ret
AddTwo EM

EMND main

onstrate the Calling AddTwo Procedure
rvine32.inc

D 1234h
D 4111h

EAX,22220000h

AX ,wordl

EAX

AX ,word2

EAX

AddTwo :Call the STDCALL wersion
DumpRegs

ocC

o integers, returns sum in EAX.
instruction cleans up the stack.
EBP

EBP,ESP

EAX, [EBP + 12]
EAX, [EBP + 8]
EBP

8

opP

; Tirst parameter
; second parameter

; clean up the stack

(CallAaddTwo.asm)



inmoam  EEEEEER

wordl WORELD 125340
word2 WORD 4111h
. code
main PROC
mow
mow
push
mow

EAX ,222206880h
AX ,wordl
ELX

AX , word2
ELX
AddTwo

push
call
exit
main ENDP

;Call the STDCALL wversion

AddTwo PROC
; Adds two integers,
; The RET instruction cleans up the stack.

returns sum in E&X.

J push EBP

mowv  EBP,ESP

mowv EAX,[EBP + 12] ; Tirst parameter

add EAX,[EBF + B] ; second parameter

pop EBP

ret 8 ; clean up the stack
100 % - 4
Mermory 1 I!!EE!lIIIIIIIIIIIIIIIIIIIIIIIIIIII
Address: | 0x0018FF70 EAX = 75C23378 EBX = 7EFDE@@®@
OxPP1EFF70 ©0 90 90 00 00 60 ee ee | ECX = 00000000 EDX = 00409100A
OxPO18FF78 ©0 00 00 00 00 00 ee pep | ESI = 00000000 EDI = 90000000
OxPO18FFE0 ©0 00 00 00 00 e ee pe | EIP = 00491620 ESP = @018FF8C
OxPO18FFES 90 @0 08 @9 8a 33 c2 75 | EBP = ©O18FFS4 EFL = 00000246
PxOO18FF90 @0 e® fd 7e d4 ff 18 @@ |
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CalladdTwo.asm <

wWordl WORED 1234h
word2 WORD 4111h
.code

main PRO

EAX,22220686h
AX ,wordl

push
W mov  AX,word2
push EAX push EAX
call AddTwo ;Call the STDCALL wversion
exit

;for wordl nain ENDP

AddTwo PROC
Adds two integers, returns sum in EAX.
The RET instruction cleans up the stack.
J push EBP

mow  EBFP, ESP

mowv EAX,[EBP + 12]

add EAX,[EBP + 8]

pop EBP

ret 8

E
b

first parameter
second parameter

e e

clean up the stack

LR

100 % - 4

Address: |C0018FFTO EEX = 7EFDE@GQO

0xEE18FF76 98 90 B8O @8 08 868 Be B8e | = oees & EDX = oo4ol1eoi
0xBE18FF78 9@ 80 69 @8 e e8 88 ep J E5I = c00o0eoee EDI = oooooeod
0xBE18FFEE 9O 92 60 @8 ee e ee ep J EIP = 0040102C E5P = ©018FFS8
Bx@e18FF88 34 12 22 22 33 c2 75 4 EBP = ©018FFS54 EFL = 0080080246

0x0018FF28 00 e@ fd 7e da ff 18 @0 |
Oxpe18FFo8 72 9f 92 77 @0 e@ fd 7e ¢ 90404802 = 4111

0018FF§C «— E5F C"W‘) .



S ... = = = =

wordl WOHEL 1234h

word2 WORD 4111h

.code

main PROC
mow EAX,22220000h
mov  AX ,wordl

push EAX

mov  AX ,word2
push EAX mov A%
N W call AddTwo ;Call the STDCALL wversion

for 7 <2
) exit
main EMNDP

word2

AddTwo PROC
Adds two integers, returns sum in EAX.
The RET instruction cleans up the stack.
- push EBP

mowv  EBP, ESP

mow  EAX,[EBP + 12]

add EAX,[EBP + 8]

)
)

first parameter

b
b

second parameter

pop EBP

ret 8 ; clean up the stack
100 % -~ 4
Address: | 0x0018FF70 EAX = 22224111 EBX = 7EFDEGO® .
OxBO18FF70 ©0 90 90 00 00 69 ee ee J ECX = Do@GoOE EDX = 004@100A |
BxEB818FF78 ©0 88 88 e pe—ag, J E5I = ©Booboeo EDI = ooBe00ee =
O=OR12FFE20 00 80 BE 89 1 EIP = eedelez3 ESP = ©018FFE84
OxO018FF88 34 12 22 22 5 EBP EFL = ©oege24s

T
ExE018FF98 88 @ fd 7e d4 ff 18 ee
BxE18FF98 72 of 92 77 68 e fd Fe
gEpErerron o IEH—-d8 27 068 060 66 66
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— 1

wordl WORD 12=34h
word2 WORD 4111h
.code
main PROC
mow  EAX,22228088h
mov  AX,wordl
push EAX
mov  AX,word2
push EAX
call AddTwo ;Call the STDCALL version

call AddTwo | et

main EMDP

 Note that AddTuwo PROC

Adds two integers, returns sum in EAX.

3
EIP (for ; The RET instruction cleans up the stack.

= push EBP
mowv  EBP, ESP
rEBtLJrI1 mow Eﬂx:[EBF + 12] first parameter

b e

add EAX,[EBF + 8] second parameter

ad d reSS) IS pop EEP
. ret 8 ; clean up the stack

stored In the [sox ==

StaCk Address: |0x0018FF70 . | EAx

ExOB18FF7E OO0 98 00 0P 66 01 P8 60 ECX
PxPO18FF78 PO 9P 0P 90 PO PO ESI = 0Pegoepe EDI = 00000000

B=xBE18FF&E 11 41 22 22 EIF PER4A8163F ESP = 0018FFE
8a 33 c2 75 EBP = ©018FF924 EFL = 60000246
e ed fd 7e d4 ¥ 18 B9
BxE818FF98 72 9f 92 77 88 e@ fd Fe

22224111 EBX FEFDEGBS
ggogaaoe EDX g2491004h

86



wordl WOHD 1234h

_ . @ @@ @

push EBP

word2 WORD 4111h
.code
main PROC
mow  EAX,22220868h
mov  AX, wordl
push EAX
mov  AX,word2
push EAX
call AddTwo ;Call the STDCALL wversion
exit
main EMDP

AddTwo PROC
Adds two integers, returns sum in EAX.
The RET instruction cleans up the stack.
- push EBP —

mowv  EBP, ESP

mowv  EAX,[EBPF + 12]
add EAX,[EBP + 8]

¥
¥

i

; Tirst parameter
; second parameter

pop EBFP

ret 8 ; clean up the stack
100 % = 4
Address: | 0:x0018FF70 \ EAX = 22224111 EBX = 7EFDE@SO
OxP818FF70 ©0 0P 0P 00 20 aa poles ]| ECX = ©O0EEEROR EDX = ©049100A
OxPO13FF78 ©0 88 e e |24 ff 18 ee J] ESI = 0oeooeee EDI = @ooabooo
O=OE12FFE0 28 10 48 00 11 41 2 4 EIP = @edelede ESP = @018FF7C

———— it ———————————

OxOP18FF88 34 12 22 22 8a 33 c2 75 EBP = @018FF294 EFL = 90000246

e ——
BxBE18FF2E @8 e fd 7e d4 ff 18 @06

BxPB1EFF98 72 9f 92 77 88 e fd Fe
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wordl WOHLD 1Z234h
word2 WORD 4111hb
.code
main PROC
mow EAX,222206688h
mov  AX,wordl
push EAX
mov  AX ,word2
push EAX
call AddTwo ;Call the STDCALL wersion
exit
main EMNDP

AddTwo PROC
Adds two integers, returns sum in EAX.

3
; The RET instruction cleans up the stack.

) push EBFP
mov EBP, ESP
W mowv EAX,[EBP + 12] ; Tirst parameter
. add EAX,[EBP + 8 = second parameter
;to save ESP oL ] ; P
pop EBP
ret 8 ;3 clean up the stack
Address: | 0x0018FF70 EAX = 22224111 EBX = FEFDE@@@
ExE018FF7E8 00 98 60 09 80 e ee e J ECX = oo@oooee EDX = @o42leoh
Ex0B18FF78 ©0 88 86 ee 54 ff 18 ee J ESI = beecoeeo EDI = obeeoooe
Gx0618FFEE 38 18 48 ee 11 41 22 22 4§ EIP = bed4eled2 E5P = @018FE7C
GxOB18FFES8 34 12 22 22, 8a 33 c2 75 EBFP = @O18FF7C EFL = ooboeldec
Ex0B018FF2E8 80 eBd fd 7e d4 Ff 18 60
Ex0B18FF28 72 9f 92 77 86 eb fd Te @@18FF88 = 22221234

GwOGTREEAG 14 11 AR 77 A6 66 GG GG 88
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mov EAX, [EBP+12]

wordl WORELD 1234h
word2 WORD 4111h
.code
main PROC
mowv  EAX,22220808h
mov  AX,wordl
push EAX
mov  AX,word2
push EAX
call AddTwo ;Call the STDCALL wversion
exit
main ENDP

AddTwo PROC
Adds two integers, returns sum in EAX.
The RET instruction cleans up the stack.
- push EBP

mow  EBFP, ESP

mow  EAX, [EBF + 12]

E
E

first parameter

e e

W add EAX,[EBP + B8] second parameter

pop EBP

ret 8 ; cleam up the stack
100 % -~ 4
Address: | 0:x0018FF70 EAX = 22221234 EBX = 7EFDE@®®
Ox0O18FF/0 90 90 90 90 00 ee ee ee | ECX =100000008 EDX = 0848100A
OxBO1SFF78 @9 80 80 e 94 ff 18 ee 2 E51 = 00000000 EDI = D0000000

0xEE18FFEE 38 1@ 48 @8 11 41 27 22 & EIP = @8481045 ESP 2@18FF7C
0xBE18FFE88 \34 12 22 22/8a 33 c2 75 4 EBP = ©018FF7C EFL = @0o20246
OxOB18FF98 ©8 ed® fd 7e d4 ff 18 @9 |
OxBE18FF98 72 9f 92 77 @8 8 fd 7e r ©O18FFB4 = 22224711
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TR

wordl WORELD 1234h
word2 WORD 4111h
-code
main PROC
mow  EAX,22220808h
mov  AX,wordl
push EAX
mowv  AX,word2
push EAX
call AddTwo ;Call the STDCALL wersion
exit
main ENDP

AddTwo PROC
Adds two integers, returns sum in EAX.
The RET instruction cleans up the stack.
o push EBP

mow  EBP, ESP

mow EAX,[EBF + 12]

add EAX,[EBP + 8]

add EAX, [EBP+8] W pop EBP

E
E

first parameter
second parameter

ret 8 ; clean up the stack
100 % ~ 4
Address: | 0x0018FF70 EAX = 44445345 EBX = 7EFDE@O®
0xPO1SFF/0 99 90 909 909 00 808 8. pp I TCX=-00088000 EDX = 0048100A
OxBOLEFF78 ©0 80 80 e 94 ff 18 o6 ESI = 00000000 EDI = 90000000
OxPO18FFE® 38 10 48 e 11 41 22 22 EIP = 90401048 ESP = @@18FF/C

EBF = 0818FF7C EFL = 88208282

EM|

Bx@818FF88 34 12 22 22 8Ba 33 cZ 75
BxBB1EFF92 88 ed fd 7e d4 +F 18 ee |
BxPB1EFF9E  F2 9f 92 77 @0 e® fd Te
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CalladdTwo.asm

wordl WORELD 1234h
word2 WORD 4111h
.code
main PROC
monw EAX,22220088h
mov  AX,wordl
push EAX
mov  AX,word2
push EAX
call AddTwo ;Call the STDCALL wversion
exit
main ENDP

AddTwo PROC
Adds two integers, returns sum in EAX.
The RET instruction cleans up the stack.
o push EBP

mow  EBP, ESP

mowv EAX,[EBP + 12]

add EAX,[EBP + 8]

pop EBP pop EBP

b
>

first parameter

LI ]

second parameter

W ret 8 3 clean up the stack
100 % = 4
Amnsg|umanwn EAX = 44445345 EBX = JEFDEG@@

ECX = ooegoeogd EDX = o8409l1o6h
ESI = coedegoo EDI = 08000080
EIF = @e40l1e4S ESP =_001EFF26

= @0128FFS54 EFL = 00000202

Bx0818FF78 90 88 08
Ox0818FF7/8 ©© 20 B0 ©
BXBBISF@ 38 19 48 ©9
Ox0a18FF88 34 12 22 22
BxEB1EFF28 88 ed fd 7e da ff 18 @0
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wordl WUORKD 1234h
word2 WORD 4111h

.code

main PROC »t'
Mo EAX,22220088h {QJ
mov  AX,wordl

push EAX

mov  AX,word2

push EAX

call AddTwo ;Call the STDCALL version

> : O
e S ASNAR
AddTwo PROC 0 \X? \/ X’ +

Adds two integers, returns sum in EAX.
The RET instruction cleans up the stack.
-] push EBP

mowv  EBP, ESP
mowv EAX, [EBF +

>
>

first parameter
second parameter

b e

clean up the stack

Address: | 0x0018FF70

[ ]
Add 8 OxB018FF70 00 00 60 EDX = 90401004
) Ox0018FF78 ] 60000000 ¥DI = 0OV
to ESP OxPO18FF80 - 00401038 ISP - GO18FF8
Ox0018FF88 EFL = 0008202
Ox0018FF 90
Ox0018FF98

44445345
FCX = 00002080

FEFDEGBS
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Manual Tracking of Stack, EIP, and ESP

ADDRESS Machine Code (or Sta Instruction EIP AK EEP ESP
Main PROC 75C23378 ©O018FF94 P818FF8C

‘beae1020 B8 22220000 mow EAX, 222208086h

‘Bea01025 66 Al 90208800 R mowv AX, wordl

00401028 S push EAX [ 1

e018182C 66 Al 90208882 R mowv AX, word2 |

‘Beae1032 =1z push EAX

‘Beae1033 ES BO0000e7 call AddTwo

‘Beap1038 exit

0046103 F 515 push EBP |

‘aeae1040 8B EC mowv EBP, ESP

‘Beae1042 8B 45 @c mowv EAX, [EBP+12]

‘Beae1045 @3 45 @8 add EAX, [EBP+8]

‘BeaAB1048 5D pop EBP

‘Beae1049 C2 6008 ret 8

0046104C ENDP

‘Beacs000 1234 wordl

‘BaaApA0B2 111 word?2

Stack push (filling) starts from 1 lower the ESP, and stays there
Stack pops from the ESP and moves 1 higher

gal1srFF7a
Ba1sFF74
2Bal1s8FF7a
BRl1s8FF7C
galsrFrFasa
gal1srFFs4
BR18FFE88 03
2al1s8FFsC



ckim
Line

ckim
Line

ckim
Line

ckim
Line


Summary for Stdcall

MAIN CODE

1. Parameter values passed on the stack

2. Call a procedure (this pushes the return address in EIP to the stack)
PROCEDURE

1. Push EBP and Copy ESP to EBP (EBP becomes the reference for
retrieving the parameter values) — fixed location on the stack while ESP
may vary.

Push Register(s) if necessary

Retrieve Parameter values referenced to EBP

Do the functions

Pop the Register(s) if pushed

Pop EBP

Ret N (First, this pops the return address to EIP. And, second, N, which is
the number of bytes pushed in the MAIN CODE, is added to ESP)

MAIN CODE
1. Continue for the next step. 95
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