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X86 Assembly Language
Programming

(2) Procedures
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Procedures with Value Parameters

Main program cal I(s) a procedure

Main Program transfers the parameter values
Procedure receives (retrieves) them

Procedure may do a task or it may return a value

— value-returning procedure is sometimes called a

function . v g
cold gct
MoV eMX ©

gcd  [fPRoC
Procedure [ (,;(' ‘7’3‘) s 5‘3
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Procedure Calling and Stack

e 3 concepts:

— How to transfer control from a calling [main]
orogram to a procedure and back

— How to pass parameter values to a procedure
and results back from the procedure

— How to write procedure code that Is
Independent of the calling program.

 Hardware stack Is used to accomplish
each of the above jobs. 44




80x86 Stack

e Hardware Stack

— ESP holds the address of the “first (lowest)
byte above (or higher) ” of the stack
pointer

— Most access Is indirect, through the stack
point register ESP

» Operating system initializes ESP to point to byte
above stack pointer

« As program executes, it points to the last item
pushed on the stack

— “Top” of stack Is at the lowest address
— Stack grows toward lower address
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How Call/Ret Works

e call

— The address of the instruction in the EIP register following the
call (“the address of the next code line after the call

Instruction”) is pushed on the stack

— so ESP has grown by 4, which means ESP address is
lowered by 4

— Equivalent to push EIP

— Then, the instruction pointer register EIP is loaded with the
address of the first instruction in the procedure - jump to the
procedure
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How Call/Ret Works

e ret

— The double-word (4 bytes) on the top of the stack is popped
Into the instruction pointer reqister EIP (so ESP has increased
by 4

— Equivalent to pop EIP

— this is the address of the instruction right after the call, that
iInstruction will be executed next [Return Address]

— If the stack has been used for other values after the call, these
must be removed before the ret instruction is executed
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Alternative Ret Format

eret n

— After the returned address is popped to EIP from the stack, n is
added to ESP

— [ESP] = [ESP + 8]

— This is most often used to logically remove procedure parameters
that have been pushed onto the stack

— Used in Stdcall Protocol
e Protocol?

— Transfer of control from calling program to procedure and back

— Passing parameter values to procedure and results back from the
procedure
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Push Instruction

eUsual format: push source
—source can be memory, register or immediate
—Double-word or word pushed on the stack

*ESP decremented by size of operand

*Flags not changed

By Push, stack point goes lower in address
(ESP)
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Push Instruction

Stack

‘0000
0001
‘0002
0003
o004
o005
‘0006
‘0007
‘o008
"0009
OOOA
0008
000C
eeeD
OOOE
OOOF
Do |0

Stack size of 16
Stack Point = 0010
Stack filling starts from O00F (1 below the pointer)

Istruction ESP
‘0010

push 01020304 evec

push ©A@BOCED 'o0es
oD <
ec ~ _ _ _ .
oB Stack push (filling) starts from 1 lower the ESP, and stays there
.feﬂ" Stack pops from the ESP and moves 1 higher
04 <«
03
02
o1
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e Pushd --- DWORD size operand

Push Example

_240d —-Foh > 000005 Fo

(-E, E‘:‘:E QE | 1

Stack pops from the ESP and moves 1 higher

Stack push (filling) starts from 1 lower the ESP, and stays there ( FFFFFF ié
push EAX 0608 1FC
pushd -240 PO6RO1FS

eR6EO1Fe
eP6ee1F1
ePEeO1F2
eP6EO1F3
eRERa1FA
eP6e01FS
eP6e01F6
eP6e01F7
P60 1FS
B8B6001F9
BOERE1FA
00600 1FB
BR6081FC
BR6ea1FD
P60 1FE
00600 1FF
‘00600200

L
18

FF
FF
FF
A2
A7
BS

L
83
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pop Instruction and Execution
e Usual format: pop destination
— Double-word destination can be memory or
register
 Operand stored in stack where ESP point is
copied to destination

« ESP incremented by size of operand after the
value is copied
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pop Instruction and Execution

Stack push (filling) starts from 1 lower the ESP, and stays there
Stack pops from the ESP and moves 1 higher

Stack Data Istruction ESP EAX
%EEEEEEE S3BSATAZ
push EAX gaoaalFC
pushd -248 Bacaal1lFa
pop EAOAX BEcaa1FC FFFFFF1&
BRAcER1LFa
Bacaa1F1L
cacaalF2
Gacaea1F3
Bacaa1FA
BEcEaB1FS
BOceBP1lFs
o1l F7
PO6001FS 10
Gaca81lF9 FF

PEEee1FA FF
PEEEO1FB FF
POEEO1FC A2
POG6eO1FD
PeGEeO1FE
PESee1FF
‘PecEO200

b L
g m
W =]
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Pop Example [pop CX]

|_

Stack push (filling) starts from 1 below the ESP, and stays there
Stack pops from the ESP and moves 1 above

Stack Data Istruction ESP ECX
‘cosER200 E3B547A2
push ECX BRcEa1FC
pushd -248 CRoea1lFa
pop ECX BReBa1FC FFFFFF1@
pop CX BRcEa1FE FFFFA7AZ2
oRoealFe
CRoaalF1
I 80caa1F2 p—
GRCEa1F3
! gecealFa
i BReEa1Fs
L eRceelFe
1| BREER1FY
| POGEO1FS 10 ~
" 886B01FS FF

| PPEPO1FA FF —

| PPEPO1FB FF

| PBEBB1FC A2
@e6PR1FD 47

' PPGOPOL1FE BS —

| PPEPOLIFF 83

‘eece0200 —

S
A
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Push Exercise/Solution

° - - - - :
Before Stack push (filling) starts from 1 lower the ESP, and stays there

— [ESP]:OG OO 10 OO Stack pops from the ESP and moves 1 higher
— [ECX]=01 A2 5B 74

o After push ECX
o After pushd 10 : - - - -

Stack filling starts from 1 below the ESP

— ,) Stack Data Istruction ESP ECX
— [STACK]_ . ‘pe001000 B1A25B74
push ECX Bee88FFC
pushd 1& DoBeaFFS

B600BFF7
PEOPOFFE BA
PEOROFFS 08
OGORBFFA 08
| PGEOOFFE 08
BEBROFFC 74
@60POFFD SE
BEOBBFFE A2
PEORBFFF 01
‘96901000
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Push — Practice

o Before:

— [ESP]=02 00 0B 7C
— [EBX]=12 34 56 78

« Stack Diagram and [ESP]

— After pushd 20
— After push EBX

~

Stack

828800873
826008874
828008875
82000876
S28a0B877
S28800B78
82880879
820608874
B2008B7E
8200aB7C
82808870

Stack push (filling) starts from 1 lower the ESP, and stays there
Stack pops from the ESP and moves 1 higher

(] S [ -
Stack filling starts from 1 below the ESP
Data Istruction ESP EBX
B280aB7C 12345678
pushd 28
push EBX
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Push — Practice

Before:
— [ESP]=02 00 0B 7C
— [EBX]=12 3456 78
Stack Diagram and [ESP]
— After pushd 20
— After push EBX

1NN =0

Stack push (filling) starts from 1 lower the ESP, and stays there
Stack pops from the ESP and moves 1 higher

Stack

82080873
g288aBe74
8208aB75
B2000B76
a2eaaB7 7
G2008B73
B200aB79
B208aB7A
B2080EB7E
e2eaaB7C
a2eeaB7D

Stack filling starts from 1 below the ESP

Data

Istruction

pushd 28
push EBX

ESP EBX
B200aB7C 12345678
82000878

Q2000874
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Before:

— [ESP]=00 10 F8 3A
— [EAX]=12 3456 78

Stack Diagram, [EA>

— After

e Push EAX
e Pushd 30
e Pop EAX
e Pop EBX

Stack

Ba1aFB2F
Ba1aFE36
BE18FE31
Ba1arFE32
B018FE833
Bal1arFE34
Ba18FBE35
Bal1arFE36
Ba1aF837
Ba1a8FE38
Ba1aFE39
BE1E8F83A

Stack push (filling) starts from 1 lower the ESP, and stays there
Stack pops from the ESP and moves 1 higher

[ ] St [ [ - I
Stack filling starts from 1 below the ESP
Data Istructicon ESP EAX EEX
B218FE3A 123A5678 P¥IIIIIT
push EAX
pushd 3@
pop EAX
pop EBX
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Before:

Push-Pop Practice

— [ESP]=00 10 F8 3A
— [EAX]=12 34 56 78

Stack Diagram, [E

— Afte

r
Push EAX
Pushd 30
Pop EAX
Pop EBX

e R R S IR R L R

Stack

eel1arF82F
Be1aFs83e
gel1arFs31
g81arFs832
ee1arF833
B818Fs834
2e1aF835
281aF836
ee1arF837
281aFs838
2e1aF839
B818Fs834A

()

L

s

Stack filling starts from 1 below the ESP

Data

Istructicon

push EAX
pushd 3@
pop EAX
pep EBX

ESP EAX EEX
Be8189F834A 12345678 7?79?7977
Pe10F836

BEa1aF832

Pe18F836 2008001 E

Be8189F834A 12345678
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Practice Example (with original ESP=10001FFO0)

EECE41& Microcomputer Date:

Individual Class Activity for POP and PUSH Mame :
original [ESF] = 188@1FF@

STACK Conetnts Instruction ESP EAX EBX ECK EDX

leaalFDD PUSH 11223344h

la@alFDE PUSH AABBCCDDR

leaalFDF PUSH FFEEFFEER

logalFeEa PUSH @182a8384h

legalFEL POF EAX

le@alFez POF EBX

1a@al1FE3 PUSH 65778893h

legalFE4 POF ECX

18@al1FES FOP EDX

le@alFEa

18@al1FET

188a1FES

18@alFES

188a1FEA

lo@alFER

le@alFEC

le@alFED

1a@al1FEE

la@alFEF

la@alFFa

le@alFFl

la@alFF2




Push/Pop example code: Procl.asm

TITLE Procedure Example (Procl.asm)

INCLUDE Irwvine32.inc
.stack 4896

.data

main PROC
mow EAX , B8
mow EBX, 8
mow ECX,8
mow EAX, B3B547A2h
push EAX
pushd -24© ;double word
pushw 5; WORD Size
pop EAX
pop AX
pop EEX
exit

main FNDP
100 %% - o

Memory 1 IH!E!!!IIIIIIIIIIIIIIIIIIIIIIIIII

Address: | 0x0018FF80 | EAX = 76563378 EBX = 7EFDE@®®
GEE: 00 90 0P 00 PO PO PO 00 . ....... ECX = 900000008 EDX = 00481085
o0 @0 @0 @0 Ba 33 56 76 ....53Vv EST = ©peeeese EDI = 00000000
P8 20 fd 7e d4 ff 18 @8 .ay~0y.. EIP = ©0401016 ESP = ©@18FFBC
72 of 44 77 00 e® fd 7e rYDw.ay~ EBEP = ©P18FF94 EFL = 02008246
38 f3 32 76 @0 9@ @@ 0@ 8O62v....
©0 9O 0 PO P8 e® fd 7e ..... ay~ 62
00 00 60 ©0 0O PO 8O 08 . ....... >
P PP ae o8 s £f 18 Po v

.code e Pushw --- WORD size operand



iy C D E F
1 Stack push (filling) starts from 1 lower the ESP, and stays there
2 Stack pops from the ESP and moves 1 higher
PY u S h EAX 3 Stack Data Istruction ESP EAX EBX
a OO18FF8c |83B54A7A2 |?22?77272
5 OB18FF80 push EAX OO18FF88
6 ©018FF31 pushd -240 @e18FF84
mov ECX,8 7 ©©18FF82 pushw 5 PO18FF82
mov EAX, 83B547A2h 3 @018FF83 pop EAX 0O18FF86 |FF108605
push EAX 5 ©e18FF34 pop AX @@18FF88 |FF1OFFFF
pushd -240 ;doubl 10 @@18FF85 pop EBX PO18FF&C 83B547A2
pushw 5; WORD Size 11 @918FFE6
pop EAX 12 ©@018FF87
pop AX 12 @O1OFF88|A2
pop EBX 14 ©O1OFF89 (47
exit 15 @@18FF8A|ES
i ENDP 16 ©©10FF8B |83
100 % - 17 |[@el1aFF8C

_18 ae81aFFsh

Address: | 0x0018FFS0 EAX = 83B547A2 EBX = 00000000
9xPE1SFFE0 90 90 09 90 90 90 80 90 ........ ECX = oooeeeee EDX = ©8401005
2xP@18FF88 a2 47 b5 83 8a 33 56 76 ¢GuFS3Vv ESI = oooeeeee EDI = 00000000
2xPB18FF28 @88 ed® fd 7e d4 ff 18 @@ .ay~0y.. EIP = 00401025 ESP = ©018FF88
AxBO18FF98 72 9f 44 77 @0 e@ fd 7e rYDw.ay~ EBP ©@e18FFS94 EFL = ©002e246
[ T Vo T = Nl e k=] | =T b FEE RS R T [ = Tty TR
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Push/Pop

example code: Procl.asm

F

1 Stack push (filling) starts from 1 lower the ESP, and stays there
°® p u S h d - 24@ 2 Stack pops from the ESP and moves 1 higher
3 |Stack Data Istruction ESP EAX EBX
4 BB18FF8c |[83B547A4A2 (272777727
5 Be13FFS8e push EAX BB818FF88
& ©818FF31 pushd -24@ ©R18FF 84
7 OB18FF82 pushw 5 BB18FF&2
2 OB18FF83 pop EAX BB18FF86 |[FFleeees
9 ©018FF34 |10 pop AX PP18FF88 |FF1OFFFF
push EAX 10 PB18FF8S5|FF pop EBX Pe18FF&C 83B547A2
pushd -248 ;double 11 @@18FF86|FF
pushw 5; WORD Size 12 B@@18FF87 |FF
pop EAX 13 @218FF88 A2
pop AX 14 @R18FF89 (47
pop EBX 15 @918FF8A|ES
exit 16 ©010FF8B (&3
main EMDP 17 @R18FF3C
100 % = 4 18 @9218FFSD

Address: | 0x0018FF80 EAX = B3B547A2 EBX = 90000000

ECX = 20888888 EDX = 00401005

Ox0018FFS® ©© @0 00 00 10 ff ff ff ..... G
OxBO18FFSE a2 47 b5 83 8a 33 56 76 (¢GufS3Vv ESI = 90008000 EDI = 00000000
Ox0018FF9® ©0 e@ fd 7e d4 ff 18 @@ .ay~0y.. EIP — 60461624 ESP — 0018FES4
Ox0018FF98 72 9f 44 77 00 e0 fd 7e rYDw.ay~ EBP = ©018FF94 EFL = 00000246
Ox0018FFAD® 38 f3 32 76 00 00 00 80 862v. ...
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Push/Pop

e Pushw --- WORD size operand

100 %%

e pushw 5

push EAX

pushd -248

pushw 5; WORD Size

EAX
AX
EBX

Pop
pop
Pop
exit
main FNDP

—_—

exme Code: Prol.as

0N R W N

o

; doub]110

11
12
13
14
15
16
17
18

Stack

©018FF8e
©018FF81
©e18FF82
©@18FF83
Q018FF84
©Q18FF85
©Q18FF86
©Q18FF87
©Q18FF88
©Q18FF89
©018FF8A
©018FF8B
©e18FF8C
@@18FF8D

F

Stack push (filling) starts from 1 lower the ESP, and stays there
Stack pops from the ESP and moves 1 higher

Data

a5

ge

1e

FF

FF

FF

A2

47

BS

83

Istruction

push EAX
pushd -240
pushw 5
pop EAX
pop AX

pop EBX

ESP EAX EBX
©018FF8c 83B547A2 | 2?72?2277
2R18FF838

©018FF84

©018FF82

Address: |0x0018FF80 EAX = 83BS547A2 EBX = 00000000
IxOP18FFE0 €0 89 @5 ee 10 ff ff fFf ..... i ECX = eeoeeeee EDX = 068401685
IxOB18FF88 a2 47 b5 83 8a 33 56 76 ¢GufS3vv ESI = 99000000 EDI = 00000000
IxOO1E8FF90 00 ed fd 7e d4 ff 18 @8 .ay~0y.. EIP = 204810820 ESP = ©018FF82
IxOBLE8FF98 72 9f 44 77 00 0 fd 7e r¥Dw.ay~ EBP = ©018FF94 EFL = 98000246
IxOE1BFFAG 328 2 322 76 00 90 68 88 862v....
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Push/Pop

eale Cde: Procl.asm

F

1 Stack push (filling) starts from 1 lower the ESP, and stays there
2 Stack pops from the ESP and moves 1 higher
o pop EAX 3 Stack Data  Istruction ESP EAX EBX

4 @018FF8c 83B547A2 RPN
5 |8@18FF&8@e push EAX ©018FF88
6 ©e18FF81 pushd -240 ©O18FF84
7 ©O18FF82 |65 pushw 5 ©018FF82
8 |BR18FF83 (@@ pop EAX @018BFFB6 FFle0ee5

push EAX 9 ©018FF84 (1@ pop AX

pushd -248 ;¢ 10 @@18FF85 |FF pop EBX

pushw 5; WORD Siz 11 ©@@18FF86 |FF

pop EAX 12 @@18FF87 |FF

pop AX 13 BOQ18FF88 (A2
14 B818FF89 (47

pop EBX 15 @@18FF8A |B5

- =xat 16 @@18FF8B (83
005 T ENOE 17 @O18FF8C

_ 18 ©818FF8D

Address: | 0x0018FF80 EAX = FF120085 EBX = 00000008
PxEO18FFE0 88 88 85 ee 1 f+ fFf fFf ..... TATAYS ECX = 900000000 EDX = 08401005
PxOBO18FFS88 a2 47 b5 83 8a 33 56 76 (¢GufF53Vv ESTI = 00000000 EDI = 00000000
PxP018FF98 80 ed® fd 7e d4 ff 18 @0 .ay~0y.. EIP = 9040102E ESP = ©@18FF86
OxOP18FF98 72 9f 44 77 09 ed® fd 7e r¥YDw.ay~ EBP = ©018FF94 EFL = 008000246
PxEO18FFAB 38 3 32 76 90 00 90 80 8o2v....
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A B C D E F

1 Stack push (filling) starts from 1 lower the ESP, and stays there
2 Stack pops from the ESP and moves 1 higher
o pop AX 3 Stack Data Istruction ESP EAX EBX
1 BB1E8FFE&c 83B547A2 292797
5 BEe18FF8e push EAX ©818FFE&8
6 Be18FF81 pushd -240 @818FFE4
7 @818FF82 (85 pushw 5 B818FF82
8 Be18FF83 (e pop EAX ©018FFE86 FFleeees
9 BEe18FF&84 (1e pop AX PQ18FFES8 FF1eFFFF
push EAX 10 @918FF85 |FF pop EBX
pushd -248 » 11 Ee018FF86 |FF
pushw 5; WORD Sii12 ©Q18FF87 |FF
pop EAX 13 @Q18FF88 |A2
pop AX 14 @O18FF89 (47
pop EBX 15 @O18FFSA |BS
axit 16 @@18FF8B |83
ain ENDD 17 @@18FF8C
100 %o = 4 18 @018FF8D

Address: |ﬂx0018FFSD EAX = FF18FFFF EBX = @@@92g0g
IxOB1EFFES 00 08 85 ee 1o ++ ++ £+ ..... ATSY ECX = gu8egeee EDX = 884910a5
IxO818FFE8 a2 47 b5 83 8a 33 56 76 (¢GufS3Vv E5I = ©@eooboe EDI = 00006000
IxBB18FF98 08 ed fd 7e d4 ff 18 @0 .ay~0y.. EIP = ©e401030 ESP = ©018FF88
IxOBLB8FF98 72 9f 44 77 00 el fd 7e rYDw.ay~ EBF = ©018FF94 EFL = 00806246
IxBB1E8FFAD 38 3 32 76 00 00 00 89 8o2v.... 67



Push/Pop example code: Procl.asm

F

1 Stack push (filling) starts from 1 lower the ESP, and stays there
2 Stack pops from the ESP and moves 1 higher
3 Stack Data Istruction ESP EAX EBX
o pop E BX 4 @@18FF8c  |83B547A2 |2722227?
5 ©Ee1lEFF8e push EAX E01E8FF88
6 Be1BFF81 pushd -240 PO1EFFB84
7 Be18FFB2 |85 pushw 5 e018FFB82
mov EAX, 83B547A2h 8 ©O18FF83 (00 pop EAX @018FF86 |FF100005
pl..lSh EAX 9 ©e1l8FF84 |1e pop AX O01E8FFE8 FF1OFFFF
10 @@18FF85 |FF pop EBX B01OFF8C 83B547A2
pushd -24e sdoub ., ge18FFas [FF
pushw 5; WORD Size 1, @018FF87 |FF
pop EAX 12 |@@18FF88 |A2
pop AX 14 @O18FF89 (47
pop EBX 15 @018FFBA |BS
. 16 @@18FF8B |83
. exat 17 ©018FF8C
main FNDP 18 @O18FF8D

| %a -

ldress: | 0x0018FF80 EAX = FF1@FFFF EBX = 83B547A2
GE18FFS0 @@ e\ 85 ee 1e ff ff fF ..... A ECX = @0eee00@ EDX = 00401005
@E18FF38 a2 47 b5 83 8a 33 56 76 ¢GuFf53Vv ESI = 00000000 EDI = 00000000
PE18FF98 00 e@ fd 7e d4 ff 18 @@ .ay~0y.. EIP = 00401031 ESP = ©018FF3C
@E18FF98 72 9f 44 77 0@ e@ fd 7e rYDw.ay~ EBP = ©018FF94 EFL = 00000246
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