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What is Memory Forensics?
Memory Forensic:

❏ The analysis of volatile data in a computer’s memory 
dump.

❏ Used to investigate and identify attacks or malicious 
behaviors that are not easily detectable

Why Investigate Memory:

❏ When attacks exist solely in the systems’ memory
- Malicious programs are loaded within memory

❏ Security, Debugging, Maintenance, Data Recovery 
and Reverse Engineering
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What is Volatile Data?
Volatile Data:
➢ Data stored on RAM on a computer while it is 

actively running 
○ Once the system is shut down the data is lost 

immediately 
➢ Includes data such as open files and actively 

acting process

Example:
Using Word, typing up a paper where you had not saved 
the contents to the hard drive
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What is Memory Dump?
Memory Dump:
➢ Memory Dump is a snapshot of a systems 

memory data 
➢ Can provided forensic data about the state of the 

system while its compromised 
➢ Contains RAM data and provides key details of 

the computer’s memory system:
○ PsList
○ PsTree
○ PsScan
○ and other commands
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Our Senior Design Project

Problem Statement:

Since commonly known attack methods have become increasingly 
sophisticated, we must help determine which memory forensic method would 
provides the best physical memory coverage against those common attack 

methods in order to support secure operational environments.

Project Goal: 

➔ Understand the importance of running Memory Forensic within a system
➔ Understanding processes and their relationships 
➔ Define a methodology that we will use to detect malware within memory
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Design Requirements
Product Specification:
The Software Requirements:

➢ Operating System (Windows 10)
➢ Processor Specification:

○ 1 GHz or 2.5GHz Dual Core 
Processor

➢ Ram Space:
○ 16 GB for 64 bit

➢ Hard Disk Space:
○ 20 GB for 64 bit 

➢ Volatility Tool:
○ Memory Forensic tool used to 

analyze volatile memory 7

Design Constraints:
➢ Cost: $200
➢ Time: Deadline April 2022
➢ Environmental/Social Responsibility:

○ Volatility should be able to produce 
an output that can analyzed

○ Result should come from actual data

Regulations/Standards 
➢ Standard/Regulation:

○ NIST
○ CFFT

➢ Standard:
○ United States Cyber Command



Tools



Method 1: Ps Commands
Purpose:

● Creating a text file as the focus for capturing 
memory

● Capture memory on a “clean RAM” 
○ A computer with no running programs

Steps:
➢ Create a generic text file called HowardUni.txt
➢ Store the text file in a folder
➢ Prepare System to Capture Memory:

○ Using FTK Imager



Video: Memory Capture



Results: Generic Memory Capture
➢ Use Volatility to generate 

○ PsList
○ PsTree
○ PsScan

➢ Analyzing relationships between 
the PPID and PID

➢ Determine what process opened 
our HowardUni.txt file



Method 2: Commandline 
Purpose:

● Creating a text file as the focus for capturing 
memory

● Capture memory on a “used RAM” 
○ A computer with other running programs

Steps:
➢ Run other programs on computer
➢ Capture Memory using FTK Imager
➢ Run a command within Volatility, and analyze 

results 

C:\Users\patie\Desktop\volatility3\volatility3-develop>python vol.py -f C:\Users\patie\OneDrive\Desktop\memdump.mem windows.cmdline.CmdLine



Results: Second Memory Capture
➢ Generate PsList, PsTree, and PsScan

○ https://docs.google.com/spreadsheets/d/1NBbg7WMTRN-Nk-YgfMpShDkRErttf2tnnygfyJsLLxM/edit?usp=sharing

➢ Sort and analyze lists for information
○ Determine process relationships
○ Analyze running processes

➢ Use command to show process of opening HowardUni.txt file



Implementation: Virus Creation
Reiteration:Why Investigate Memory?

Malicious programs are loaded within memory and then order to be executed.

Purpose:
❖ Creating a program that will act as a virus. Once the “virus” is 

running within the system any file that is open or opens will the 
virus is being “executed” will be “attacked”, or rather 
compromised.  

Steps:
➢ Created the virus program 
➢ Testing by opening files once we run the code
➢ Prepare System to Capture Memory of such virus 

implementation:



Demonstration



Results: Virus Memory Capture

PsTree



Volatility Commands

❖ PsList:
C:\Users\patie\Desktop\volatility3\volatility3-develop>python vol.py -f C:\Users\patie\OneDrive\Desktop\memdump.mem windows.pslist.PsList

❖ PsTree:
C:\Users\patie\Desktop\volatility3\volatility3-develop>python vol.py -f C:\Users\patie\OneDrive\Desktop\memdump.mem windows.pstree.PsTree

❖ PsScan: 
C:\Users\patie\Desktop\volatility3\volatility3-develop>python vol.py -f C:\Users\patie\OneDrive\Desktop\memdump.mem windows.psscan.PsScan

❖ PID investigation: 
C:\Users\patie\Desktop\volatility3\volatility3-develop>python vol.py -f C:\Users\patie\OneDrive\Desktop\memdump.mem windows.pslist --pid 10444

❖ PID dump investigation: 
C:\Users\patie\Desktop\volatility3\volatility3-develop>python vol.py -f C:\Users\patie\OneDrive\Desktop\memdump.mem windows.pslist --pid 10444 --dump

❖ Investigating Running Processes: 
C:\Users\patie\Desktop\volatility3\volatility3-develop>python vol.py -f C:\Users\patie\OneDrive\Desktop\memdump.mem windows.cmdline.CmdLine



Video: Generating PsList, PsTree, PsScan



PsList
Command for PsList:
C:\Users\patie\Desktop\volatility3\volatility3-develop>python vol.py -f C:\Users\patie\OneDrive\Desktop\memdump.mem windows.pslist.PsList

C:\Users\patie\Desktop\volatility3\volatility3-develop>python vol.py -f C:\Users\patie\OneDrive\Desktop\memdump.mem windows.pslist --pid 10444

C:\Users\patie\Desktop\volatility3\volatility3-develop>python vol.py -f C:\Users\patie\OneDrive\Desktop\memdump.mem windows.pslist --pid 10444 --dump



PsTree
Command for PsTree: 

C:\Users\patie\Desktop\volatility3\volatility3-develop>python vol.py -f C:\Users\patie\OneDrive\Desktop\memdump.mem 
windows.pstree.PsTree

C:\Users\patie\OneDrive\Desktop\memdump.mem windows.pstree --pid 10444



PsScan
Command for PsScan: 
C:\Users\patie\Desktop\volatility3\volatility3-develop>python vol.py -f C:\Users\patie\OneDrive\Desktop\memdump.mem 
windows.psscan.PsScan

C:\Users\patie\OneDrive\Desktop\memdump.mem windows.psscan --pid 10444



Previous Research/Our Current Research 
Downfall

The previous research was based on testing the different Memory Forensic tool 
to gather information on performance. 

➔ Conclude that AXIOM and Autopsy were the best 

Our Research was intended to be a continuation as we delved into methods used 
for these Memory Forensic tools that would be make gathering data more 
efficient 

➔ Unfortunately we were not able to run Autopsy or AXIOM



Results
Generated two methods that could be used with Memory Forensic using Volatility.

Method 1: Ps Commands Method 2: Commandline

Pros 
➢ Extensive and 

Detailed Information 

➢ Information about all 
processes

➢ Different Commands 
provide different 
results 

Cons
➢ Analyzing 

time
➢ Does not 

display 
process 
interaction

Pros 
➢ Intended Data 

processing time

➢ Information about the 
intended process

➢ Demonstrates 
relationships
between processes 

○ What is opening 
what

Cons
➢ Not as Extensive and 

Detailed

○ Specifically 
PsScan

➢ Does not 
demonstrate 
Threads, Handles, 
and run time



❖ Generated two methods to analyze memory dump data

❖ Method 1: required Ps Commands. 

❖ Method2: required Commandline  

❖ Virus to mimicked the behavior of commonly found malware

❖ Were able to perform both method to analyze the memory 

dump of the “compromised system”

❖ Method 2: Commandline most effective




