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Design Requirement

Since commonly known attack methods have become increasingly sophisticated,
wemust help determine which memory forensic tool
provides the bestphysical memory coverage against those

common

attack methods in order to support & secure operational environments .

October 25, 2021

Memory Foreseen 1C
DOPE INOVATION
Hassan Salman i

NIA
Identifying a memory foresenic tool that best identify & Investigates cyber attacks

Define &Develop the tool requirements & capability comparison
→ Memory tool capabilities Analyses
Dana McKenzie - ODI Ogun
Patience Jato

Roti Bolorunfe

NIA

since commonly known attack methods have become increasingly sophisticated,
wemust help determine which memory forensic tool
provides the bestphysical memory coverage against those

common

attack methods in order to support & secure operational environments .

08 Windows 10 Compatibility
Processor 1GHz or 2.8GHzDual core processor
RAM 2GB for 82 bit or 4-GGB for 64 bit

Hard disk 20GB for 32 bit 0s
,
40 -80GB for &4 bit

Graphiccard DirectX 9 or later w/ WDDM 1.0 driver

Display 1800×600 to 1920×1080

A✗ 10µg ,

-Memory Analysis 1001 that allows Users to identity malware.

$25,000

Deadline : May 2021 to complete findings &
methodologies

- Axiom tool should be able to produce an
output that can be understood by a
human to reserve analyst

- The result should be actual data
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3. Compliance to 
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standards

• National Institute of standards &Technology IN1st
• Computer Forensic tool testing ICFTT)

• Lockheed Martin Cyber Protection strategy .
• United States cyber command
8

• Lockheed Martin
↳ Memory Forescalc tool/software




